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Executive Summary

Context

Governments across the world that are undertaking digital transformation have deployed the
critical foundational systems of digital identity, payments and data exchanges, designated as
digital public infrastructure (DPI). DPI is a pragmatic choice, particularly in developing economies.
It enhances state capacity, catalyses inclusive growth and promotes efficiency, transparency,
and accountability. Governments are also opting for the use of Digital Public Goods (DPGs) -
primarily open source software, open standards and open content - to build DPI, which enables
a collaborative and cost-effective approach to designing equitable public systems.

However, countries often face a serious shortage of technical skills within government. This
impacts their ability to design, execute, maintain, monitor and evaluate progress on these
projects at various stages. In short, it leads to more expensive, less effective and unsustainable
DPI implementation. This can lead to continued reliance on proprietary solutions with its
accompanying problems of poor interoperability, high costs and vendor lock-in.

Governments equipped with technical capacity will be able to exert strategic and operational
control over mission-critical national assets that are key to a state's functioning. Supporting
them in building this capacity is therefore crucial. However, it is also complex and challenging.
Any such initiative must build trust and credibility with government, and avoid competition with
other capacity-enhancing organisations. This report unpacks a model for capacity building in the
context of these challenges and government capacity gaps.

Technical capacity for DPI projects: Key findings

We conducted semi-structured interviews with 31 experts representing stakeholders across the
DPI ecosystem such as DPG providers, multilateral organisations, government officials and civil
society networks, including universities. We sought to understand the technical skills required
for DPI projects, skills critical for governments to host in-house, the nature of technical support
demanded by governments and the modalities best suited to meet gaps in technical capabilities.
We supplemented this with desk research and landscaping exercises.

The primary insights from our consultations are:

e The mostimmediate need is for technical capacity building at an executive, senior practitioner
or decision-maker level, considered as strategic technical talent. These are government
officials with at least 10 years of experience who deal with external stakeholders such as
vendors, and actively manage digital projects. They make consequential technical choices that
can significantly impact project outcomes and require a breadth of technical understanding.
These skill sets are vital for managing the lifecycle of DPI initiatives and ensuring effective
implementation.

e Capacity building for operational roles, while important, can only be effectively delivered when
leadership (in terms of technical strategic talent) is cognisant of the project or organisation-
wide talent availability and gaps, informing hiring or professional development plans. While
certain operational roles in government are important for the long-term sustainability of DPI
initiatives, other personnel are often supplied by vendors embedded in the projects. These roles
include programming, network and security, DevOps, and DPG or project-specific experience.

The stress on strategic capacity is due to a number of factors:

e Governments are often unable to attract or retain talent with skill sets analogous to enterprise
architects and chief digital transformation or information officers. These roles are critical for
architecting solutions, defining success criteria and procurement specs, managing vendors,
monitoring and evaluating projects, and addressing cyber security threats.
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e There is little synergy between the project and implementation roadmaps created by diverse
external consultants, and a country's overall digital strategy. This leads to a lack of interoperable
systems and creates a fragmented e-government landscape where every department has its
own closed system.

e Cyber security training is not a priority area yet for governments, but it is increasingly crucial
given the criticality of DPI, the threat of sophisticated cyber intrusions and system complexity.

e While many operational roles for development and maintenance can be outsourced to
vendors, governments must have the ability to exercise strategic control over vendors that
have access to critical government assets. They must be able to manage and understand the
source code they receive to avoid vendor lock-in.

Support for strategic capacity building in areas such as digital transformation, cyber security
and vendor management is an urgent need. But such support depends on other critical factors,
including the political appetite for digital transformation, an enabling ecosystem for capacity
building and assessing the technical gaps and challenges within the government for impact-
oriented interventions.

Bridging the capacity gap

Artha Global envisions the solution as a ‘Resource Hub Network’ - a group of interconnected,
demand-led, locally-owned regional ‘Hubs' built on the principles of trust, collaboration, local
ownership, sustainability and modular/flexible support. To operationalise these principles and
enable rapid scaling, these hubs will be embedded in existing support networks, leveraging and
supplementing their initiatives, with the objectives of:

e Promoting good DPI by strengthening government technical capacity

e Helping governments achieve strategic control and ownership of foundational and critical
digital infrastructure

e Building sustainable technical leadership in government for effective DPI implementations

The mandate of the Hubs will evolve as they grow, but as a starting point, it will include three
categories of activities:

e Increasing the impact of existing technical capacity building programmes by removing
funding barriers for trainees

e Creating new learnings pathways for government personnel by supporting existing technical
capacity building institutions

e Expanding or creating a roster of experts to provide Just-In-Time (JIT) support

The Resource Hub Network will address capacity gaps on two parallel tracks: JIT support that
supplies technical expertise to governments, and training and certification for government
personnel that institutionalises capacity to enable long-term sustainability of DPI initiatives. The
Network will offer this support across both strategic and operational layers of DPI initiatives.
Hubs in the Network will operate in two phases:

e Phase 1 (12-18 months): Collaborating with embedded networks for strategic capacity
building support; expanding the impact of existing strategic capacity building programmes;
and assessing capacity needs at the operational level to inform Phase 2. The learnings from
this phase will help refine the direction of expansion and focus of the Hub's medium-to-long
term programme.

e Phase 2 (beyond 18 months): JIT support, customising/designing capacity building
programmes to meet operational technical needs and catalyse emerging strategic capabilities,
including those for shared infrastructure and emerging technologies.
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A Secretariat of global experts and relevant stakeholders will be constituted to guide the strategy
of the Network. The Secretariat will also provide a platform for collaboration between Hubs.

Experts recommended universities as the ideal anchor institution for regional Hubs. These
anchor institutions will be tasked with scouting for new initiatives and partnerships, enriching,
the body of knowledge on technical capacity in government, providing guidance for the initiatives
underway, and evaluating the impact of the Hubs' efforts.

Challenges and measuring impact

DPI's status as critical national infrastructure means that it is vulnerable to political economy
considerations. This is further complicated by the wariness with which governments and other
stakeholders view external actors such as other governments and civil society entities that are
involved with the region's digital transformation journey. Our interviewees thus emphasised the
need to understand political economy challenges. These range from the difficulty of retaining
technicaltalentin governmentgiven betterfinancialincentives in the private sectorto governments'
focus on national sovereignty in the context of DPI.

Keeping these exogenous factors in mind, impact should be measured by both quantitative
and qualitative metrics. In addition to this, the Hubs should also institute a system of periodic
monitoring and evaluation of the DPI initiatives to close the feedback loop.

Operationalising a model Resource Hub in East Africa

We detail the Resource Hub Network’s regional support model using East Africa as a target
geography, based on our analysis of determining factors:

1. There is high demand for project and DPG-specific skills in the region. On the supply side,
raw talent is available at some universities in the region.

2. Governments are increasingly focused on digitalisation and the use of DPI as part of their
national digital strategies

3. They emphasise the need for developing in-house capacity to have long-term strategic
control of their DPI assets

4, Mature support networks/organisations exist in multiple countries in the region, assisting
governments with technical capacity for DPI projects

This is an optimal environment for the Network to establish a model Hub that can plug into
the East African capacity-building ecosystem. Specific intervention opportunities include
building strategic technical capacity in the identity, health and payments domains; strategic and
operational JIT support in the payments domain; and expanding the reach of existing operational
capacity-building programmes in the health domain.

The recommended partnerships for the Hub cover the essential topics of strategic control of DPI,
building on the efforts of organisations such as ID4Africa, which runs the Continuing Development
for Identity Professionals programme for bolstering capacity in executing digital identity projects.
Other recommended partners include Carnegie Mellon University Africa (cyber security for digital
leaders via its Upanzi Network and CyLab initiatives) and HISP Tanzania (technical capacity for
deployment of DHIS2 implementations).

In line with the Network's mission to bridge technical capacity gaps in a collaborative and
sustainable manner, the Hub's offerings are designed to boost the reach of existing programmes
and networks. The Hub will also focus on identifying opportunities to create new pathways
for government personnel wherever current resources don't suit the public sector’s digital
transformation needs.
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1. Introduction

The COVID-19 pandemic has pushed millions of people into vulnerability and poor health. Global
poverty and inequality have increased, reversing recent trends and setting us back by at least
a decade. Those at the bottom of the socioeconomic ladder face long-term consequences;
livelihood or health concerns have depleted their savings in many cases, leaving them without
the capital needed for social mobility'.

However, the pandemic can also be an inflection point in the way governments build and deploy
digital systems for public good. Governments across the world have deployed digital public
infrastructure (DPI) such as digital identity and digital payments to solve the urgent, complex
guestions the pandemic has posed - from using strained healthcare resources effectively to
delivering critical services and financial aid to the poor. This DPI has enabled co-creation,
allowing a diverse range of actors across civil society and the private sector to supplement
government efforts.

The return to normalcy cannot be a return to business as usual. A global consensus on DPI
has been building over the past few years. Brazil's Digital Governance Strategy (Estratégia de
Governancga Digital), for instance, articulates a vision of a digital government ecosystem that
creates public value through encompassing non-governmental organisations, the private sector
and citizens. In the wake of its pioneering Aadhaar project, India has adopted the DPI philosophy
across government and across sectors from healthcare to agriculture. The African Union’s Digital
Transformation Strategy for Africa (2020-2030) is built in part on this premise.

This is a crucial evolution. DPI is a pragmatic choice, particularly in developing economies.
It enhances state capacity, catalyses inclusive growth and promotes transparency and
accountability. India's Aadhaar and Unified Payments Interface (UPI)-led financial inclusion
wave is a prime example, generating innovation in both the public and private sector. Meanwhile,
Moldova's open source procurement platform, MTender, has reduced expenditure of public funds
significantly, increased government transparency and fostered inclusiveness in the private sector.
And by enabling a whole of government approach to service delivery via its modular nature, DPI
can break down silos that impede efficiency and raise costs. Governments are also opting for the
use of Digital Public Goods (DPGs) - primarily open source software, open standards and open
content - to build DPI, which enables a collaborative and cost-effective approach to designing
equitable public systems.

However, moving from a fragmented, department-oriented, application-based approach to a
DPI-based digitalisation of governance requires building capacity. As countries undertake this
journey many, particularly in the developing world, face a serious shortage of technical skills.
Lack of capacity can affect their ability to execute these critical projects at various stages, such as
drawing up the requirements for implementing specific digital architecture; they may therefore go
by the recommendations of the systems integrator/vendor. It can also affect their ability to assess
progress, set milestones, and monitor and maintain these projects on an ongoing basis.

Robust support hubs and networks outside government can step into this gap, providing JIT
expertise for everything from proof of concept and pilot programmes to long-term implementation
support. The HISP support network has enabled successful DHIS2 implementation in countries
across Asia, Africa, and Latin America, for instance, while India-based MOSIP is supporting digital
ID programmes in Africa and Southeast Asia.

Our stakeholder consultations also underscored the importance of institutionalising capacity
in government as a prerequisite for true sustainability. DPI is a critical national asset. Having
expertise at the strategic level - by which we mean high-level technical experts such as enterprise
architects who guide DPI implementation - within government is therefore crucial for aligning
DPI design with policy goals and maintaining control over its lifecycle. Similarly, operational skill
sets that are key for security and routine upkeep can ensure effective long-term maintenance if
situated within government.
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Resource Hub Network

This report articulates Artha Global's vision for a Resource Hub Network that can enable
governments to address their technical capacity needs. This Network will not be involved in
DPI advocacy; it will work with DPI implementation leadership and teams in situations where
political buy-in exists and projects are initialising or underway. Across geographies - most
prominently in Africa and Southeast Asia - multilateral organisations, non-profit organisations
and practitioner communities are stepping up to support government DPI initiatives. But gaps
remain for several reasons. For instance, the geographic distribution of these organisations
means that governments in underserved geographies lack access to them. Secondly, specific
focus on technical skill sets is relatively uncommon. Thirdly, existing support initiatives often focus
on specific DPGs or sectors. While this is understandable - support must align with government'’s
policy goals and priorities - it means that entities or networks that can offer support across a
range of initiatives are scarce. And lastly, resources and scalability can be bottlenecks for existing
initiatives that are local to the relevant geographies.

The last issue in particular is vital. In our conversations, government representatives and
organisations that work closely with government emphasised that the ability to understand
and adapt to regional and national political economy contexts and policy imperatives is key for
establishing trust with policymakers.

This understanding guides the Resource Hub Network’s strategic and tactical operating model.
Fittingly, given its DPI focus, we envision it as a federated architecture system - region-specific
Resource Hubs situated in appropriate geographies with a Secretariat to enable coordination.
Region-specific Hubs will enable the autonomy, contextualisation and agility that are crucial for
creating sustainable relationships with governments. Meanwhile, multi-country support across
the region will maintain momentum through the long gestation period of DPI initiatives and their
unpredictable trajectories given political variables. This also recognises the growing relevance
of shared regional digital infrastructure in areas such as financial payments. The federated
architecture will allow for cross-learning across different regions and shared expertise when
necessary.

Each Hub will be embedded in local support initiatives and networks wherever feasible, using a
judicious mix of approaches. This will range from supporting existing JIT and capacity building
initiatives that have a proven track record to creating new offerings in conjunction with them.
This is intended to serve two purposes. First, by prioritising collaboration over competition, it will
avoid disrupting existing DPI ecosystems and creating redundant support efforts. Second, it will
allow the Hubs to be demand-led and locally owned. While the Hubs will be able to build on local
initiatives’ track record and understanding of the political economy context to achieve impact, the
latter will receive the support necessary for scaling up and developing new interventions.

The report unpacks this model in the context of the current DPI landscape and government
capacity gaps. For proof of concept, it details how a Hub situated in East Africa - an ideal
geography when it comes to political economy, capacity gaps and existing support initiatives
- would be structured. The learnings from implementing this first Hub will enable us to iterate
on the larger Network structure. This is, after all, a complex problem in a rapidly evolving digital
governance environment. But the potential benefits are commensurate. DPI is one of the most
significant bets in the evolution of the modern state. It represents a vision of public good that
is an ethical and practical paradigm shift. Enabling governments to handle this shift effectively
and make thoughtful decisions on technology and policy will impact citizens around the world in
profound ways.
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2. Global DPI landscape

Digital solutions including DPI (see Table 1) and e-government initiatives (see Figure 1) have
become critical components of public service delivery. They are globally prevalent across
multiple domains, including health, education and social protection. Two enabling factors have
allowed for sustainable DPI proliferation — technical capacity (Section 2.2) and support networks
(Section 2.3).

2.1. DPI proliferation and e-governance adoption

The United Nations 2020 Survey of e-Government services? highlights region-wise progress
(see Figure 1) in the development of e-government projects, measured as the E-Government
Development Index (EGDI).

Figure 1: Progress of EGDI level at the regional level
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The EGDI is based on the quality of online services, status of telecommunication infrastructure
and existing human capacity. As Figure 1 shows, the most rapid progress in the development
of e-government initiatives has been in Africa. Between 2016 and 2020, the number of African
countries with a high EGDI state almost tripled. The Americas and Asia saw similar growth, but
Africa stands out for the number of countries that jumped from a low EGDI state to a high EGDI
state. In contrast, the progress among countries in the Americas and Asia is largely from a middle
EGDI state to a high EGDI state.

Our analysis of data curated by the Digital Impact Alliance® also reveals that 58% of the world's
DPG-based DPI projects (Table 1) are currently implemented or under development in the African
Union (AU), while the relative concentration of DPI projects in the Americas, Asia, and Europe is
10%, 26%, and 4%, respectively.
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Table 1: Region-wise distribution of DPG-based DPI projects

Region Number of projects % of global projects
Africa 728 5810%
Asia 327 26.10%
Americas 132 10.53%
Europe 50 3.99%
Oceania 16 1.28%
Grand Total 1253 100.00%

Source: Authors’ estimates, data from DIAL

2.2. Capacity constraints: Technical skills

Capacity constraints in terms of funding, physical infrastructure and technical skills create complex
DPI implementation challenges. Due to limited data on governments’ technical capacity, we used
digital skill penetration in the general population as a proxy to understand capacity constraints
for technical skills. The World Economic Forum has provided data on digital skills across various
regions (see Table 2). The study shows low availability of digital skills in Sub-Saharan Africa, Latin
America and Caribbean, and South Asia.

Table 2: Availability of digital skills across the world

Region GCl score for availability of digital skills
(country-level average)

Sub-Saharan Africa 43.36
Latin America & Caribbean 43.62
South Asia 50.08
East Asia & Pacific 60.53
Europe & Central Asia 60.76
Middle East & North Africa 61.03
North America 70.03

Source: World Economic Forum Global Competitiveness Report, 2019

2.3. Existing institutions and networks

International and regional organisations have undertaken a number of initiatives to address the
technical challenges that governments face in building and operationalising DPI. They form a
crucial piece of the capacity puzzle. Our stakeholder consultations have pointed to two categories
of initiatives. One group consists of economy or development-oriented initiatives such as Financial
Sector Deepening (FSD), GovStack, Digital Square and UNICEF's Office of Innovation, with DPI
and e-governance as effective means to those ends. The other specifically aims to offer technical
support through JIT and capacity building, and includes initiatives such as the Global Forum on
Cyber Expertise® (GFCE), United States Digital Service, Health Information Systems Programme
(HISP)8, World Bank's Identification for Development (ID4D) and Government to Person (G2Px)
groups, Asia eHealth Information Network,” and Lanka Software Foundation.
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3. Key findings: technical capacity

We conducted semi-structured interviews with 31 experts to understand the technical skills
required for large-scale e-government and DPG-based DPI projects, particularly the skills critical
for governments to host in-house. We sought insights on the government demand for technical
support to plug internal capacity gaps and the modalities best suited for offering such support.

The experts included representatives from multilateral organisations: the World Bank (N=2) and
the United Nations Development Programme (N=2); DPG providers in the identity and health
domain: MOSIP (N=4) and HISP (N=4); former government officials who led digital projects in
Asia and Africa (N=7); experts on open source and DPG projects (N=4); and representatives
from the Digital Public Goods Alliance (N=1), Millennium Challenge Corporation (N=1), and
Apolitical (N=1). We also spoke to the private sector and civil society stakeholders, including
representatives from ID4Africa (N=1); FSD Group representatives from Kenya and Uganda (N=2);
Carnegie Mellon Africa University (N=1), and Laterite (N=1).

The interviews, which were conducted between February and April 2022 through video
conferencing, were recorded with consent and lasted 45-60 minutes. We analysed the transcripts
for emerging themes pertaining to government demand for technical support and carried out
supplementary desk research.

3.1. Technical capacity analysis

Large-scale e-governance and DPI initiatives involve a wide variety of stakeholders across their
life cycles. Table 3 provides a description of each phase of a project and typical stakeholder
involvement. The roles, skills and sources of the requisite personnel (government or external) are
presented in Table 4.

Table 3: Project lifecycle and stakeholder involvement
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Table 4: Provisioning expertise for DPI project implementation
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We define strategic technical talent as project implementation leadership encompassing enterprise
architects, programme managers, technical architects and the like. Operational technical talent
covers roles mainly involved in the development, testing and maintenance of projects.

As DPG-based DPI gain traction, the ecosystem for systems integration and technical support
and services® needs to grow commensurately. While some mature DPGs® such as DHIS2 have
networks that assist with implementation, local customisation support and in-country and regional
training™ they are not the norm. Experts also agreed that governments are increasingly focused
on shared infrastructure, which is creating the need for skills such as infrastructure engineering
(cloud, data centres, networks) that undergird DHIS2 and similar DPGs.

3.2. Critical capacity for government

Building technical expertise within government for managing large-scale DPI projects is crucial.
In countries with low state capacity, there is a broad understanding of the potential of digital
systems, but availability of personnel with the ability to visualise and architect solutions is limited.
While mid-senior level public practitioners may have generic skills, a host of specialised skill sets
are required for these projects:

Table 5: Expertise level and skills for technical talent in government

Strategic Operational

e Architecting a digital solution e Project management including the ability

e Systems thinking and change to identify bottlenecks and fix them

management e Understanding of project development

e Understanding digital transformation and operational maintenance

processes, systems integration and e Incident response / help desk
interoperability standards management

e \endor management and procurement e Server administration
process e Database management and

e Cyber security, data governance and data administration
protection e Firewall configuration

e Managing complexities pertaining to
hosting solutions viz. shared regional
infrastructure, cloud hosting, etc.

e Backup and recovery

e Data management, engineering and
analytics

Source: Expert interviews
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4. Conceptualising the solution

4.1. Principles

Based on the primary concerns raised by stakeholders, we believe the following principles are
key to conceptualising a support initiative for governments that respect their agency and enables
them to match their digital transformation initiatives with policy goals.

1. Trust: The initiative must have and communicate clarity about its long-term sustainability,
and its commitment to being demand-led and locally owned. This is essential for generating
the trust needed for government and partner buy-in.

2. Local ownership: DPI are critical national assets, making strategic control and ownership a
key concern. This makes it imperative for the initiative to be locally owned and embedded in
the regional ecosystem of universities and civil society.

3. Collaboration, not competition: To avoid redundancy and inefficient use of resources - as
well as follow the imperatives of generating trust and promoting local ownership - the initiative
should seek out and capitalise on synergies with active DPI support initiatives in the region.

4. Sustainability: DPI initiatives, and e-governance in general, take a long period of time to
come to fruition. The initiative should therefore aim to help governments create capacity to
manage DPI over its lifecycle without mission-critical dependence on external support.

5. Flexibility: The initiative should avoid a rigid focus on DPI or DPGs. In many cases, it may not
be feasible to move away from commercial/proprietary solutions to open-source solutions.
Outsourcing or managing these projects in-house is another dynamic decision with major
financial implications; accordingly, the initiative should be flexible enough to support the
government’s needs.

With these principles in mind, we explored a few ways of setting up an effective, sustainable support
mechanism. These included high level advisory groups, asynchronous consulting mechanisms
with experts, community-based annual dialogues, knowledge-sharing platforms, hybrid training
models, expertise-led backend capability networks and shared consulting services models.
These support mechanisms unlock a spectrum of capacity building, from on-demand technical
assistance to institutionalised training. They also differ in their support locus — in-country local
presence, multilateral distribution of support groups or centralised support based outside the
country where it is required.

The support mechanism we conceptualised, referred to as a ‘Resource Hub Network;, was
guided by the principles outlined above. The rationale for the institutional arrangement is
explained in Section 4.2,

The Resource Hub Network will be a coalition of demand-led, locally owned initiatives that enable
governments’ push for digital transformation. It will unlock technical JIT support and institutionalise the
capacity that governments need to take ownership of e-governance and digital public infrastructure
in the medium-to-long term.

4.2. Institutional arrangements for the Resource Hub Network

The technical skills and expertise required for executing DPI and large-scale digital transformation
projects across products and domains are region-agnostic. Training and support landscapes
(highlighted in Table 9) are emphatically not. The capacity gap the Resource Hub Network is
trying to address is thus a universal issue that must be addressed from local perspectives, bearing
in mind that solutions and the feasibility of their execution may vary vastly across countries.
Provisioning a wide variety of technical expertise in a sustainable manner therefore requires local
talent, ownership and initiatives. Each country and region-level Resource Hub will operate on this
principle, providing highly contextualised support.
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The Network will establish a model Hub in a specific geography based on our stakeholder
consultations and a number of metrics - policymakers' buy-in for DPI, ongoing DPI initiatives,
capacity gaps and DPI support ecosystem, among others. The learnings from this Hub will inform
the Network's expansion in an iterative process, with an end goal of a coalition of regional hubs
and a top-level Secretariat to provide guidance and coordination. A regional Hub should be
anchored by a reputed local university, since experts believed that a university’s credibility and
linkages to industry and local technical talent would enhance capacity-focused efforts.

4.3. Choosing a geography for a regional Hub

Since the Network's remit is implementation support and capacity building, not DPI advocacy, it
is important to select a geography with stated demand and buy-in to maximise the impact of the
model Hub. Considerations include:

e Extent of DPI proliferation and e-governance projects signalling the regional appetite for
digital transformation

e Overview of capacity gaps when it comes to effectively managing these projects

e Presence of a vibrant and mature ecosystem of regional and multilateral bodies, and private
and civil society sector organisations that provide an enabling environment for technical
capacity building

4.4. Mapping the demand side ecosystem

If the Network is to be demand-led, it is important to engage with stakeholders within and outside
the government to understand the ongoing digital transformation, including gaps in technical
expertise and support. Beyond stakeholder interviews, institutionalising a culture of survey-based
capacity gap assessments at national and sub-national levels will be useful for forecasting project
needs and tailoring learning pathways based on the critical gaps identified.

Figure 2: Illustrative considerations map for the Resource Hub

Talent
Roles
Enterprise Architect

Specialisations’ Program Manager

Ul/ux

ird] -

Developer

Tester

Tech Lead

Business Analyst

Just-in-time

Capacity Building

Nomination and selection Modality‘ ‘ Incentives ‘

Weeks/months A few hours/Ad-hoc
Consultations

‘ Short-term contracts ‘ ‘Async connect via email/chat/forums ‘

Source: Authors’ analysis
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4.4.1. Nature of JIT support

Governments need a pool of trusted, credible experts whom they can consult for immediate
or short-term support. Such support must take into account the country's digital strategy,
context and desired outcomes, avoiding the risk of bringing a preconceived agenda to the
table. This is crucial for two reasons: government buy-in and trust will suffer in the absence of
such alignment, and impact is likely to be superficial and unsustainable if it does not sync with
policy objectives.

A Hub will support the creation, expansion and operation of expert panels that can plug
gaps related to enterprise architects and chief digital transformation or information officers in
government. These panels will consult on issues such as systems design and interoperability,
vendor management, procurement, and cyber security. The lack of high-quality strategic
technical assistance for projects that are not in high visibility domains such as health and digital
identity was evident in our consultations; the Hub can also address such gaps. It will support
expanding the presence of existing country-level technical assistance networks that are tied to
specific DPGs, including the HISP network for DHIS2 and the OpenMRS Implementers Network
for OpenMRS.

4.4.2. Nature of capacity-building support

Capacity building is required to make DPG-based DPI projects sustainable, build a sense of
ownership and generate confidence within government. The regional Hub's role will involve
course creation/customisation and extending the programmatic reach of existing capacity
building programmes for critical skills at both strategic and operational levels, discussed in
Section 3.2.

4.5. Mapping the supply side ecosystem

Map existing networks providing technical expertise to governments. Identify the nature of
arrangements:

e Do these networks provide JIT assistance or capacity building support or both?
e Do they provide support for specific DPGs or is it domain and product agnostic?
e Do they focus on providing strategic technical support or operational technical support?

4.6. Identifying opportunities and offerings

Based on demand and supply side ecosystem insights, identify unique opportunities for each
Resource Hub to provide effective, impact-oriented support. The areas of opportunity will drive
customisation of the Hub's offerings. The Hub should also identify implementation partners who
can assist in the delivery of its offerings; this is core to the Network’s collaborative approach and
the need for local ownership of the initiative.
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Figure 3: Resource Hub opportunities
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4.7. Prioritising offerings based on impact and implementation feasibility

Each Hub should prioritise ongoing efforts where it can immediately offer support while building
credibility and trust for long-term engagement that requires a high degree of involvement. The
nature of support can include:

e Increasing the impact of existing capacity building programmes by removing funding barriers
e Leveraging existing capacity-building institutions to create new learning pathways
e Supplementing or creating a roster of experts to provide JIT

The Network's operating model and prioritisation of strategic capacity building are designed to
address key challenges of trust and sovereignty in the ecosystem.
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5. Operationalising a regional Resource Hub in East Africa

We have conceptualised a model Resource Hub for East Africa drawing upon the metrics discussed
in Section 4.3. The learnings from operationalising this model will help create the blueprint for
subsequent hubs in other geographies with DPI proliferation.

5.1. DPI proliferation and political buy-in in East Africa

DPI proliferation and e-governance projects in Africa signal political appetite for digital
transformation (see Table 1 and Figure 1). There are multiple instances of successful DPI
deployment in the AU. OpenG2P - a framework that brings together DPGs to enable governments
to identify and deliver cash and non-cash social benefits to citizens - was successfully utilised by
the Government of Sierra Leone™ to provide social protection during the Ebola Crisis. Similarly,
during COVID-19, the DHIS2 platform was used by the Government of Ethiopia™ for tracking the
spread of disease infection and case management. This disproportionate concentration of DPI
projects in Africa is no coincidence. The AU's African Agenda 2063 outlines a clear vision for an
interconnected and digital economy. This pan-African political buy-in for digital transformation
creates enabling conditions for capacity building initiatives and catalyses the need for them.

Given regional variables in Africa, our stakeholder consultations have indicated that East Africa
is the most appropriate region for the Network’s first Resource Hub. The core grouping, the East
African Community (EAC), comprises Burundi, Kenya, Rwanda, South Sudan, Tanzania and
Uganda. An expanded grouping, as defined by the African Development Bank, also includes
Comoros, Djibouti, Ethiopia, Eritrea, Seychelles, Somalia and Sudan in addition to the EAC
countries. While the Resource Hub is likely to see most of its government engagement in the core
countries, we recommend keeping open the option of engaging with the larger grouping when
appropriate.

In addition to being the continent's fastest-growing region in recent years®, expert interviews have
indicated that political economies in East Africa are relatively more conducive for collaborative
implementation of DPI projects. In contrast, according to our interviewees, markets in West Africa
- the other region with a significant number of DPI initiatives - are “incredibly complex and
fragmented".

Experts who are familiar with the African region through their work at the World Bank and the
UNDP, in addition to recommending the East African region as a suitable location for the Hub,
highlighted Ethiopia for its in-house capacity and stakeholder engagement. Experts from civil
society groups and DPG providers were also in agreement about Ethiopia’s amenability to open-
source projects. The East African Community has also been ranked as the most integrated
Regional Economic Community™ among Africa’s RECs.

Table 6: DPG based DPI project implementations

Region within Africa Number of projects % of projects in Africa
Eastern Africa 351 48.21%
Western Africa 230 31.59%
Southern Africa 66 9.07%

Central Africa 64 8.79%
Northern Africa 17 2.34%

Source: DIAL, based on authors’ estimates
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5.2. Capacity bottlenecks in East Africa

This regional focus on DPI initiatives must deal with significant capacity bottlenecks. The Global
Tech Maturity Index (GTMI) is an important indicator for identifying key capacity building areas in
this region.

About GTMI

GTMI is constructed on the basis of World Bank’s global dataset' (including 198 countries)
on the maturity of GovTech, the 2020 United Nations e-Government Survey, the 2018 ID4D
dataset and the 2019 Worldwide Governance Indicators (WGI). GTMI focuses on four
components — core government systems, public service delivery, citizen engagement and
GovTech enablers. Based on the index score, each country is grouped into a category, as
described in the image below.

Definition of GovTech Maturity Index (GTMI) groups

Score GTMI Description of government practices

GovTech leaders demonstrating advanced or innovative

0.75-100 Very high solutions and good practices in all four focus areas

Governments with significant GovTech investments and

050-074 | High good practices in most of the focus areas

Governments with ongoing activities to improve some of

0.25-049 | Medium the GovTech focus areas

0-0.24 Low Governments with minimal focus on GovTech initiatives

Source: World Bank staff

As can be seen from Figure 4, most of East Africa falls in category B or category C, indicating
scope for improving their GovTech initiatives.

Figure 4: Country-level GTMI categories
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Source: GovTech Maturity Index®, 2021, World Bank Group
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Additionally, poor penetration of a wide variety of digital skills in most African countries, including
skills essential for building and implementing DPI (see Figure 5), strengthens the need for
technical support and capacity building.

Figure 5: Digital skill adoption in African countries
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Source: The Future of Work in Africa”, Africa Development Forum, World Bank Group

We also analyse the performance of Sub-Saharan countries, especially on the East coast, on
GTMI's sub-components on core-government systems (CGS) and GovTech Enablers Index (GTEI).

e The CGS component is an indicator of the state of government operations including the
existence of government cloud, enterprise architecture, interoperability frameworks and
open-source software in the public sector, among others.

e GTEI delves into four cross-cutting drivers of the digital transformation—digital skills in the
public sector, an appropriate and conducive legal and regulatory regime, strong enabling and
safeguarding institutions, and an environment that fosters innovation in the public sector.

Table 7: GTMI-CGS scores in Africa Table 8: GTMI-GTEI scores in Africa
Region within Africa Average CGS Region within Africa ATEEDENE
score score
Southern Africa 0.592 Northern Africa 0.475
Northern Africa 0.55 Southern Africa 0.44
Western Africa 0.54 Western Africa 0 409
Eastern Africa 0.515 Eastern Africa 0.381
Central Africa 0.418 Central Africa 0.292

Source: GovTech Maturity Index, 2021, World Bank Group
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On both these metrics, we find that East Africa's average scores are lower than most other
regions (Table 7 and Table 8), and a large number of countries in East Africa fall in category C—
indicating critical areas for improvement. Thus, the need for improving public sector performance
in e-governance combined with a strong focus on DPI and e-governance (see Table 6) is most
evident in East African countries.

5.3. Technical capacity support provided to governments in East Africa

The nature of technical support provided to governments by DPG providers and DPG advocates/
networks across the major phases of the project life cycle includes JIT (green), training (yellow)
or both (blue), as seen in Table 9. The DPG providers selected are the providers of popular DPG
deployments in East Africa, as per our analysis of data curated by DIAL. The choice of networks
and advocates is based on recommendations by experts and desk research of the multilateral
and regional ICT networks in Africa. Crucial insights about the technical capacity ecosystem are
outlined in Table 10.

Table 9: Supply side ecosystem

Advocacy coSnttrrac;(Ie (glgst Operational
Domain (policy, ' P assistance
Stakeholder . . . ; decision
tvpe Organisation| (experience in regulation, roiect (development,
yp years) pre-decision init?ati:)n and testing,
activities) desi maintenance)
esign)
HISP Health (28 years)
Bahmni Health (9 years)
DPG OpenMRS | Health (8 years)
providers i i
RapidPro Domain agnostic
(8 years)
MOSIP Digital Identity
(4 years)
. Payments
FSD Africa (10 years)
G2PX Payments
(2 years)
DPG/DPI |AfricaNenda | Payments (1 year)
networks & . .
Advocates ID4Africa Digital Identity
(8 years)
ID4D Digital Identity
(6 years)
GovStack | All DPI (2 years)

Capacity building for government [ JIT support for government [ Both forms of assistance

Source: Authors’ analysis

Caveat: Supply side offerings vary by country due to the decentralised nature of organisations
in the sector, so the presence indicated in the table is not representative of their involvement in
every country of operation.
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https://www.worldbank.org/en/programs/g2px
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Table 10: Analysis of support provided by the supply side ecosystem

JIT support

Capacity building

DPG providers and DPG
advocates/networks situate their
service offerings largely in this
layer.

Strategic support is currently
product (or domain) specific
except for UNDP, which provides
broad technical assistance

DPI/DPG-focused strategic
capacity building is not a core
offering of most organisations
(except ID4Africa).

Strengthening this layer of
government is the first priority and
can have cascading effects on the
success of DPI projects

offered by HISP). Domain/project
agnostic technical support is likely
to be ineffective due to lack of
context and government interest
in the absence of direct links to
ongoing project goals.

Support for shared infrastructure
management is a gap where the
Resource Hub can intervene.

Strategic through with country offices. . . o
There is a need for domain There is a gap in providing
agnostic expertise to cater to learning opportunities and
large-scale projects (DPI or credentials for homegrown, local
otherwise) without mature support experts with the necessary skills.
ecosystems. This will be a more sustainable
approach than bringing in external

e Support for vendor management experts.
and procurement is a critical area
for the Resource Hub to intervene.

e Technical capacity gaps for Barring a few exceptions — HISP,
operational roles in projects are Bahmni — DPG-focused training
managed by governments directly is an area that is untapped by the
contracting talent or through technical supply side.
systems integrators (Sls). Most
DPG providers and advocacy There is high demand for and
networks do not operate in this shortage of talent with skills linked
layer. to specific products/projects,

rather than generic technical skills.

e Operational technical support

Operational must be product-specific (such as

Source: Authors’ analysis based on desk research and expert interviews
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5.4. Opportunities for the Resource Hub in East Africa

Figure 6: Opportunities for impact and collaboration
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Strategic Strategic Strategic Strategic

Operational Operational

Source: Authors’ analysis

Figure 6 provides a snapshot of the Resource Hub's potential involvement in technical support
for DPI and digital governments projects in East Africa. A list of the recommended offerings is in
Table 11 and a detailed description of prioritised offerings is available in Appendix A.

Building the right kind of capacity

Capacity building must be implemented in a phased manner. In the initial phase, building strategic
thinking capabilities to evaluate solutions at every stage of the project is key: “Operational
capacity is not as important as managerial capacity to propose solutions”.

Being able to articulate the need for capacity is an indication of maturity for an organisation,
which requires leaders who are able to understand the business strategy of the organisation,
analyse the projects that the organisation is running, and then identify the capacity needs.

The recommended list of 12 offerings comprises nine initiatives targeting strategic support and
three for operational expertise, across JIT and capacity building. The offerings in Phase 1 are high
priority needs, and hence focused on capacity building and the strategic level.
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Table 11: Resource Hub offerings menu

DPI

Prospective

Support Phase domain partngr(s)/ Resource Hub role
providers
Cgpamty building - Domain  |Smart Africa Funding support for
Digital transformation 1 : . programme design,
agnostic  |Digital Academy ,
for e-governance development and delivery
ID4Africa’s
. - Continuing
Capgc!ty buﬂdmg . Development |Funding support for increasing
for digital identity 1 Identity )
; for Digital program reach
professionals .
Identity
Professionals
, _— Rwanda .
Capacity t?U|Id|ng Domain | Management Funldmg support for program
for strategic vendor 1 . . design, development and
agnostic  |Institute, .
management . delivery
Apolitical
Capacity building for ith D%’SZ Academy Funding support for increasing
DHIS2 implementation ! Healt and In-country program reach
training (HISP)
Capacity bullldlng in Domain | CyLab, CMU Fun'dlng support for program
cyber security for DPG | 1 . . design, development and
agnostic  |Africa :
deployments delivery
Capacity blU|Id|ng Domain | Apolitical, AWS Funldmg support for program
for managing shared 1 : : design, development and
. agnostic  |Institute .
infrastructure delivery
JIT support for strategic 5 Domam UNDP, ADL| Funding for expert o
coordination agnostic empanelment and coordination
Capacity building for AfricaNenda, Fun.dlng support for program
. 2 Payments design, development and
digital payments FSD :
delivery
ID4Africa,
Capacity building Continuing Funding support for program
for digital identity 2 Identity Development  |design, development and
implementation for Identity delivery
Engineers
JIT support for 5 Pavments G2Px, FSD, Funding for expert
payments DPI y AfricaNenda empanelment and coordination
lJIT support for . . Domain | TODO Group/ Funding for Opgn Source
incubating engineering | 2 , . Programme Offices playbook
: agnostic  |GitHub -
capacity customisation
JIT support for identity ’ Identit ID4Africa, Funding for expert
DPI y MOSIP empanelment and coordination

Strategic level

Source: Authors’ analysis

Operational level

Note: The collaboration with organisations mentioned in Table 11 is illustrative, based on our understanding of their work

in the field of technical capacity building.
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Since the imperative is to generate buy-in from East African governments, scale up rapidly and
avoid redundancy, the Hub should serve primarily as a coordination centre, creating new offerings
only for select scenarios. Its activities will thus fall into three categories:

Increase the impact of existing capacity building programmes by removing funding barriers
for trainees (Funding support for increasing program reach)

Leverage existing capacity building institutions to create new learning pathways for
government personnel by funding creation and delivery of training modules and certifications
(Funding support for program design, development and delivery)

Supplement or create a roster of experts based on domain/sector requirements to provide
JIT support for ongoing projects, by funding the empanelment and availability of experts
(Funding support for expert empanelment and coordination)

5.5. Implementation phases

The Resource Hub's approach of offering both JIT and capacity-building support simultaneously
requires appropriate sequencing. This will allow for a phased progression (illustrated in Figure 7)
that creates impact at multiple stages and allows for periodic assessment and course correction.

Phase 1:

The initial phase will focus on offerings that can be operationalised and show impact in a
relatively short period of time (12 to 18 months).

These choices are based on expert opinion in terms of demand, feasibility, acceptability by
the ecosystem and logistics.

The Hub should focus on collaborating with existing networks in order to build on existing
support and trust for a short runway.

This phase also lays the groundwork for a blueprint for country-specific approaches, based
on understanding the technical training industry, local private sector capabilities and shifting
needs of the government in East African countries.

This will also aid in identifying the key entrepreneurs with the capacity to operate these
initiatives and expand the ecosystem in each country.

Phase 2:

= After establishing credibility and understanding which offerings are most effective, the

Resource Hub can customise its support or consider expanding its scope to other levels
within government.

Stakeholder consultations have highlighted complex, systemic challenges - such as
incentive mismatches for retaining public sector technical talent and lack of knowledge
about DPG-based DPI - that can render targeted initiatives such as the Hub ineffective. It
may therefore be appropriate to build on the trust and learnings generated during Phase
1to work with governments and partners to address some of these challenges within
carefully calibrated boundaries that ensure the Hub doesn't move too far from its remit.
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Figure 7: lllustrative timeline of the East Africa Resource Hub's operations
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management

Identify partner
Develop
Deploy

Evaluate

Source: Authors’ estimates

5.6. Institutional arrangement for the Resource Hub in East Africa

Carnegie Mellon University Africa was frequently cited by the experts and stakeholders we
interviewed as perhaps the most credible educational institution in the region. The main factors
that make CMU Africa a suitable prospect for anchoring the Resource Hub are:

30

The Upanzi Digital Public Goods network is based there, with connections to the government
organisations relevant to the Hub's remit. A recent event in March 2022 brought together
Rwanda's Ministry of ICT and Innovation, the National Cyber Security Authority, AfricaNenda,
the Rwanda offices of UNDP, World Bank, and GIZ, among others.

CyLab-Africa, the cyber security focused initiative, is a suitable partner to develop a flagship
offering of the Resource Hub and address cyber security capacity, which was the area of
highest priority for strengthening in government.

Itis one of the five ICT Centres of Excellence (others include one operating in Tanzania,”® and two
more proposed in the SADC region? and the Portuguese speaking countries)? recommended
at the Connect Africa Summit that was held in Kigali in October 2007?* to address the limited
capacity in hardware and software engineering, network design, and large scale ICT project
management in Africa, strongly aligned with the Hub's intent and plans.

They are part of the Smart Africa alliance and familiar with other partners that the Hub
proposes to work with.


https://www.afdb.org/en/documents/rwanda-regional-ict-centre-excellence-project-project-appraisal-report
https://www.sadc.int/opportunities/procurement/closed-opportuniti/selection-individual-consultant-study-establishment-sadc-regional-ict-centre-excellence/
https://www.itu.int/itunews/manager/display.asp?lang=en&year=2007&issue=09&ipage=kigali&ext=html

Building the Foundations: Strengthening Technical Capacity in Government

5.7. Articulating impact for a Resource Hub in East Africa
Figure 8: Resource Hub impact pathways
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During the first phase, the Resource Hub will aim to train two batches, each of 150 strategic
personnel, and 200 operational personnel within government through the capacity building
offerings outlined in Table 11. However, these quantitative metrics are insufficient to measure
success. Qualitative impact, in terms of governments’ confidence in conceptualising, managing
and monitoring DPI projects during its life cycle, is crucial.

While there is no easy way to measure this confidence and capability, the Hub must periodically
close the feedback loop with governments and other stakeholders in terms of the former’s ability
to ask the right questions in critical areas. See below for an illustrative list:

e Should a system be built on open source software, bought off-the-shelf or developed internally?

e What is the appropriate sizing, and how should a system be integrated or scaled?

e How can digital leaders assess and articulate the need for technical skills in order to hire or
build the capacity of an in-house team?

e How can project leaders assess and manage risks pertaining to vendor lock-in?

e What are the cyber security considerations in emerging digital government trends such as
shared infrastructure and cloud hosting?

While there is no systematic baseline for this skill, one way for us to assess this capability post-
intervention is through a roadmap building process — where strategic leaders at the project
level within governments are required to articulate interoperable solutions with consideration for
the questions outlined above. This exercise will be embedded in the in-person/virtual capacity
programmes undertaken by leaders. Additionally, organisational capacity needs assessments
have the potential to provide a longitudinal view of technical capacity needs and gaps in
government and government’s evolving capacity to build and implement DPI. Organisational
assessments of digital and data maturity levels are other indicators to explore for understanding
the impact of the Hub.

During the second phase, the Resource Hub will scale its impact from Phase 1 by increasing the
programmatic reach of its strategic capacity initiatives to 600 personnel, and also commencing
JIT support at a strategic level. But more critically, the Resource Hub's impact in the second
phase will be in institutionalising technical capacity for 1000 operational level persons through
its capacity building programmes. This is allied to a transparent qualitative measure: Will East
African governments demonstrate a greater ability to host key roles in-house, that are currently
provided by Sls (See Table 4), such as:
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Monitoring and evaluation

Network experts for troubleshooting, network security, and risk management

Security experts for cyber security and computer forensics

DevOps specialists for continuous integration and deployment and managing cloud / physical
infrastructure

6. Challenges in setting up a Resource Hub Network

DPI is critical national infrastructure, the digital equivalent of the roads and hospitals of the
previous century. Inevitably, this means that it is embedded in complex, potentially fraught political
economy contexts. The Resource Hub Network will have to be fully cognisant of this; thus the
decision to avoid advocacy and focus on DPI implementation support. While this may limit the
scope of the challenges, it does not eliminate them. External actors, such as other governments
and multilateral institutions involved in the DPI landscape, may not always align with the needs
and priorities of host governments and stakeholders.

Several stakeholders we interviewed emphasised the need to understand political economy
challenges and bear in mind that the support the Network will offer is downstream of them; its
impact is therefore susceptible to these exogenous factors.

e Governments and other stakeholders’ scepticism of dealing with a new entity may limit a
regional Hub's ability to immediately roll out direct high-touch, high-visibility offerings. While
collaborating with established networks should mitigate this, there may nevertheless be a
need to periodically reassess timelines.

e Pay disparity between government and the private sector is a long-standing, global issue
when it comes to technical talent retention. A Hub will not initially be in a position to influence
incentives, and will have to be conscious of unintended consequences of its capacity-building
measures.

e The high demand for and shortage of local talent makes the involvement of foreign
organisations and talent in these geographies a critical piece of the puzzle. However, varying
ideas of local ownership and sovereignty can affect the acceptability of offerings. The solution
to this lies in education policy and higher education systems which create a pipeline of
technical talent. However, this is currently not the Network's focus.

e Some supply-side stakeholders have been hesitant to engage due to the potential of the Hub
becoming a competitor. Evaluating the quality of existing supply side offerings, identifying
the right partner for each topic/jurisdiction and arriving at the appropriate approach for the
ecosystem could be challenging for the Hub.
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7. Conclusion

Keeping the big picture in mind when considering DPI capacity building and implementation
issues is important. It is easy to fall into the trap of seeing DPI-based governance and delivery of
public goods as a simple upgrade from existing digital governance systems - the next version of
GovTech that does what the current version does, only better. But this is selling the digital public
infrastructure model short. DPI is not merely a better technical solution; it has the potential to
bring about a paradigm shift in the way we conceive of governance in two crucial ways.

The first is imbuing policymaking with the ability to use the continuous integration and continuous
deployment (CI/CD) model prevalent in software development. By enabling civil society and
private sector co-creation in addressing governance challenges, DPI can allow for genuine Cl/
CD in policymaking. It can establish feedback loops between governments and the governed that
supercharge policy innovation and iterative improvements in quality of governance.

This points to the second shift. DPI has the potential to recast the relationship between state and
citizen. This is particularly important in developing economies which are less likely to be rule-
based, disadvantaging vulnerable sections of the population that often lack access to channels
of patronage. By significantly increasing the scope of public participation in governance systems
- either directly or through civil society intermediaries - DPI can mediate the evolution of the
patron-client relationship between governments and citizens in such economies to one of fellow
stakeholders in the state.

These shifts, however, will remain notional without the strategic vision within government to
conceive of effective DPI that aligns with long-term policy goals as well as create the roadmap
for getting there, and the operational capacity to sustain DPI systems. This is what the Resource
Hub Network targets, and why it does so. The capacity constraint problem is immense and has
undercut development in many contexts across vast swathes of the world in the post-colonial
era. But the benefits of solving for it successfully when it comes to DPI are likewise immense -
perhaps unprecedentedly so.
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