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Introduction

Growing trend of tech-facilitated gender-based violence in India

Being online has become integral to people’s socio-economic and political lives (PWC, 2020).

In many countries, including India, access to important public discourse and basic

governmental and civil society services are, in certain cases, solely via the internet (Nikore

and Uppadhayay, 2021). In such cases, “not having an online presence is detrimental… in

obtaining and maintaining a job, accessing information, exercising democratic rights, having

a voice, getting an education and conducting commercial transactions” (Gender-Based

Violence in Emergencies, n.d.). In India, we have observed a rapid increase in the adoption

of mobile and other digital technologies and greater levels of internet penetration (IAMAI

and Kantar, 2021). However, this has also been accompanied by a concurrent rise in digital

violence (Figure 1).

Figure 1: Increase in digital penetration coincides with rise in cyber crime

Source: Crime in India published by the National Crime Records Bureau and Internet

Adoption in India Report published by IAMAI and Kantar

Accompanying this trend, India has witnessed a growth of gender-based violence (GBV) in

the digital realm. According to our analysis of official crime data published by the National

Crimes Records Bureau (NCRB), cyber crimes against women account for close to 20% of all

cyber crimes (2021) and are among the fastest growing crimes in India. Between 2017 and

2021, the incidents of gendered cyber crime grew from 4,242 cases to 10,730 cases. In terms

of crime rate per lakh women in India
2
, this translates to an increase from 0.669 (2017) to

1.620 (2021). Fraud and sexual exploitation are the predominant motivators for cyber

2
Based on authors’ calculations. The Crime in India report published by NCRB does not provide the

rate of cyber crimes against women.
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crimes. Cyber pornography and publishing/hosting obscene material (by individuals or

platforms), along with cyber stalking/bullying
3

are the largest individual categories of cyber

crimes against women, accounting for close to a quarter of all crimes. However, the bulk

(~65%) of gendered cyber crimes are classified in a catch-all bucket ‘others’, limiting further

analysis.

Table 1: Official crime records

Year 2021 2020 2019 2018 2017

I P I P I P I P I P

Cyber

Blackmailing/T

hreatening 200 1.86% 74 0.71% 113 1.35% 113 1.87% 132 3.11%

Cyber

Pornography/H

osting/Publishi

ng Obscene

Sexual

Materials 1896

17.67

% 1655

15.91

% 1158

13.82

% 862

14.30

% 271 6.39%

Cyber

Stalking/Cyber

Bullying 1172

10.92

% 887 8.52% 791 9.44% 738

12.24

% 555

13.08

%

Defamation/Mo

rphing 276 2.57% 251 2.41% 61 0.73% 62 1.03% 50 1.18%

Fake Profile 225 2.10% 354 3.40% 289 3.45% 207 3.43% 147 3.47%

Other Crimes

against Women 6961

64.87

% 7184

69.04

% 5967

71.21

% 4048

67.13

% 3087

72.77

%

Total Cyber

Crimes against

Women

(incidents) 10730 10405 8379 6030 4242

Cyber Crime

against women

(rate per lakh) 1.620 1.587 1.292 0.941 0.669

I=incidents, P=proportion of total cyber crimes against women

Source: National Crime Records Bureau

Recent cases such as the online mock auction of prominent Muslim female journalists and

activists (Box 1) (Network of Women in Media, India, 2022) have highlighted the targeted

victimisation of women in and through digital spaces in India, and the increased difficulty

women face in escaping technology-facilitated gender based violence (TF-GBV) (UN OHCR,

3
While these acts are criminalised under the relevant Indian laws, considering the merits and

demerits of these acts is outside the scope of the paper. Our analysis is limited to observations around

the incidence of such events as reported officially.
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2017). Civil society organisations studying this phenomenon note that the extent to which

phones, and not just online spaces, are a medium for perpetrating TF-GBV is underestimated

(expert interview, 2022). From unwanted stalking and harassment to non-consensual

sharing of images and the filming and distribution of rape videos, including threats and

repeat offences of all types, TF-GBV is becoming widespread and largely unchecked among

WhatsApp, SMS, Facebook, etc. (expert interview, 2022).

Box 1: Bulli Bai and Sulli Deals cases

Background

In early January 2022, the Delhi and Mumbai Police arrested six people for organising

mock online auctions of more than 100 Muslim women, on an app called ‘Bulli Bai’ hosted

on Github. The women were targeted because they belonged to a religious minority and

many were outspoken on social media. All six accused belonged to an online group, ‘Trad

Mahasabha’, which regulated its membership based on religious identity. All but one of the

accused were men, most had a background in engineering and all were in the age group of

18-25 years. The incident came to light in January 2022 when the accused targeted a

Delhi-based journalist, who lodged a police complaint and got a first information report

(FIR) registered. Acting on the complaint, the Delhi Police worked out the case using

“technical analysis, Internet Protocol Detail Records (IPDR) and other gateways” (The

Wire, 2022), and in collaboration with the Assam Police, apprehended the creator of the

app in Assam (Person A).

Another accused (Person B) in the Bulli Bai case was in fact the main offender in the

earlier Sulli Deals case (July 2021), which was a similar crime against women from the

same minority community on the same platform. In connection with the Sulli Deals case,

Delhi Police’s Cyber Crime Unit had registered a first information report (FIR) on July 8

2021, based on a complaint received on the National Cybercrime Reporting Portal. The

Delhi Commission for Women also took suo moto cognisance of the case based on a media

report and sought an action-taken report from the Delhi Police. However, the police were

unable to apprehend Person B for six months. During this period, Person A and Person B

created Bulli Bai.

Breakdown in response by stakeholders

The primary response stakeholders in this case are the police and Github (platform). As

per media reports which contained interviews with relevant stakeholders and experts, the

following reasons underlie the ineffective response:

1. Police resources are limited and are not prioritised for crimes against minority groups.

According to a senior police official, social media centres monitor ‘fake news’,

misinformation, rumours and hate online, but do not focus on minorities including

women.

2. Police officials find it challenging to track user accounts due to the anonymity offered

by online platforms and services.
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3. Police are dependent on social media platforms to access information. However, this

often involves red tape (e.g. as a result of platform servers being located in other

countries) due to which timelines to procure information may stretch from 7 months to

2 years.

4. Failure on the part of intermediaries
4

to proactively moderate content on their

platforms and share critical information to assist in crime investigation.

The perpetrators involved in the creation of the Bulli Bai app were the same individuals

who developed the Sulli Deals app. GitHub’s unresponsiveness to information requests by

police officials (pending since July 2021) and their lack of initiative in taking adequate

measures to actively detect and prevent an incident like Sulli Deals happening again, point

to GitHub’s culpability in Bulli Bai. However, since GitHub took down that app upon

request, it faced no liability (as per Section 79(3)(b) of the ITA).

Where the case stands today

The accused have been granted bail. One of the reasons is that results and replies were

awaited from the Forensic Science Laboratory and intermediaries, respectively, as per a

Deputy Commissioner of Police. In the aftermath of Bulli Bai, representatives from the

media and lawyers questioned the ethics and policies of Github and criticised the platform

for having “done nothing to prevent misuse of the platform to post material relating to

sexual abuse, including child sexual abuse” despite earlier instances (Sulli Deals) of

predatory sexual violence.

However, not all platforms acknowledge their emerging fiduciary responsibility
5

in

internet governance and safety. In this case, the platform was absolved of any

responsibility by merely taking down the app. GitHub is a code-sharing platform and

shouldn’t be treated differently from its significant social media intermediary
6

(SSMI)

counterparts in mandating policies that are more proactive in detection of such harmful

content. The direct impact of the failure of such institutional mechanisms is borne by

vulnerable citizens, including women, who not only have to contend with threats to their

human rights but also deal with the financial, physical and psychological impacts of such

crimes. All the while, failure on the part of institutions to effectively apprehend and

consequently deter TF-GBV perpetrators, may likely lead to recidivism and

re-victimisation. The role of public and private institutions in responding to TF-GBV is

therefore all the more critical.

Source: The Wire (2022), Network of Women in Media, India (2022), NDTV (2022)

6
A significant social media intermediary is a “social media intermediary having number of registered

users in India above 50 lakh users in India, as per the Information Technology (Intermediary

Guidelines and Digital Media Ethics Code) Rules, 2021

5
This evolution has been mandated under the IT Act and Rules. The IT Amendment Act 2008

introduced the concepts of Security Practices Rules and Intermediary Guidelines Rules. Accordingly,

the Rules for the latter were codified in 2011. In 2021 the Rules were overhauled and now include a

code of ethics for intermediaries and mandate grievance redressal mechanisms, etc.

4
The Information Technology Act, 2000 (ITA) broadly defines intermediaries as “any person who on

behalf of another person receives, stores or transmits” information or “provides any service”

pertaining to this information, including “telecom service providers, network service providers,

internet service providers, web-hosting service providers, search engines, online payment sites,

online-auction sites, online-marketplaces and cyber cafe”.
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In the rapidly expanding age of information, the field of TF-GBV is quite nascent and not

properly understood. Terms like online abuse, digital harassment, cyberbullying, gendered

cybercrimes, etc. are often used interchangeably. TF-GBV is essentially a newer

manifestation of GBV. The Report of the UN Special Rapporteur on Violence against Women

(2018), defines online gender-based violence
7

as “any act of gender-based violence against

women that is committed, assisted or aggravated in part or fully by the use of information

and communications technology, such as mobile phones and smartphones, the Internet,

social media platforms or email, against a woman because she is a woman, or affects women

disproportionately”.

Due to a lack of conceptual clarity on what qualifies as TF-GBV, the term fails to capture the

range of violence that women and minority genders are subjected to in the digital realm

(Hilson et al., 2018). The impact of TF-GBV goes beyond the more conventional harms

caused to individual survivors as the risk of harms arise from both online content and online

behaviours (Simonovic, 2018). Online content can be in the form of sexist, misogynistic,

degrading, violent and similar obscene portrayals of women, hate speech, etc.. Online

behaviours include bullying, stalking, harassment and intimidation, facilitated and

perpetrated via social media, tracking applications, and profiling technology. To fathom the

breadth and depth of this human rights issue, it is important to lay the theoretical

foundations for what TF-GBV is, how it manifests and what are the harms and impacts

experienced by victims and survivors. Most of the existing literature that attempts to define

the various forms of TF-GBV has been published within the context of countries situated in

the Global North (Lenhart et al. 2016, Duggan, 2020). However, given the vastly differing

socio-cultural contexts among geographies, it is imperative to examine the forms of TF-GBV

in India and the Global South.

The realities of deterring TF-GBV depend on private and public institutional response

mechanisms. Examining capacity gaps in law enforcement is just one part of the paradigm;

policies and actions taken by digital intermediaries, particularly online platforms and

telecom companies, also merit examination. This is even more so when social media and

other online spaces, phone calls, asynchronous messaging platforms and metaverse

platforms are the scene of victimisation; a coordinated and streamlined response mechanism

involving relevant institutions is needed. The existing literature does not systematically focus

on how response mechanisms can be strengthened to prevent and deter TF-GBV.

However, institutional reform must begin with a proper diagnosis of the issues plaguing the

system through data and evidence. The quality of life of citizens and economic prosperity are

deeply influenced by public safety and security. Crime victimisation surveys (CVS) are a way

to independently assess the incidence of crime and sense of safety by directly asking people

about their experiences as victims, instead of solely relying on official data. They aid in

estimating the actual extent of crime by directly approaching households. These surveys

supplement the official crime data and support evidence-based policymaking for the law and

order machinery. Various countries have benefited from the institutionalisation of

victimisation surveys. Towards this, we conduct an illustrative survey to help marshal

evidence about the extent and nature of the certain types of TF-GBV and institutional

7
Article 1 of the UN Declaration on the Elimination of Violence against Women defines GBV as “any

act of gender-based violence that results in, or is likely to result in, physical, sexual or psychological

harm or suffering to women, including threats of such acts, coercion or arbitrary deprivation of

liberty, whether occurring in public or in private life” (UN OHCHR 1993).
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response sought by survivors (Section 2). But identification of incidence is also predicated on

a shared understanding of the nature of the violence between all involved stakeholders, for

which we compile a preliminary list of taxonomy and tactics (Section 1).

Scope and organisation of the paper

It is against this backdrop that we situate our analysis of TF-GBV in India and ensuing

recommendations. The paper focuses on three foundational aspects—definitions, prevalence

and institutional response. We begin with a review of the nature of TF-GBV, looking at the

harms and impact of the crimes and the tools and tactics adopted by perpetrators. From this,

we compile a taxonomy framework to help build an understanding of the spectrum of

TF-GBV (Table 2). This exercise, however, relies heavily on research done in the Global

North, as there is limited data available in the Indian context. Such a conceptual compilation

can guide stakeholders in identifying the various types of cyber criminal behaviours,

particularly those of a gendered nature. Measuring incidence is therefore a critical next step.

While most studies in the Indian context use qualitative methods to capture prevalence of

TF-GBV in particular geographies, age groups, etc. (Section 2.2), we attempt a quantitative,

rapid phone-based survey (Section 2.1) of female respondents in two states in India to

illustrate the need for measurement of TF-GBV for proportionate policy level and grassroots

response. We attempt to measure the nature of crimes faced by the respondents and the

stakeholders from whom they sought assistance. The results are presented at the same level.

Finally, we examine the current state of private and public institutional response of TF-GBV,

through expert interviews and secondary data, in order to understand capacity gaps and

recommend opportunities for strengthening our institutional response mechanisms.

The lack of comprehensive data and related research in the justice space is a systemic issue

in India. Therefore, our analysis is limited to publicly available data on cybercrimes against

women in India and our focus remains on adult women, rather than minoritised genders in

general. Since evidence on intersectionalities, including race, religion, caste, disability,

sexual orientation, etc., in cybercrimes is unavailable, learnings from this paper may serve as

an illustration for what may be applicable in other contexts as well.
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Section 1: Identifying TF-GBV

1.1 Definitions and concepts

The lack of conceptual and legal clarity on what qualifies as TF-GBV leads to a failure to

capture the range of violence and harms that women and other minority genders are

subjected to in the digital realm (Hilson et al., 2018; expert interview, 2022). In order to

address the problem of TF-GBV holistically, institutions need to share a common

understanding of terms and related objectives. We attempt to do this by compiling a list
8

of

the various forms of TF-GBV that have been recognised by academics, industry practitioners

and legal frameworks across jurisdictions. Drawing from these definitions on a first

principles basis, we distinguish between behaviours and tactics used to carry out TF-GBV.

These forms of TF-GBV bear quite a few similarities to their offline counterparts; however,

these are much easier to realise using information technology (Southworth et al. 2007,

Strawhun et al. 2013). Though we rely on the scholarship of organisations such as ICRW

(Hinson et al. 2018), CIGI (Dunn, 2020), Pew Research Centre (Duggan, 2020) and the UN

(2017,2018) based in the Global North, these definitions are also applicable in the Indian

context.

Table 2: Definitions of different forms of TF-GBV
9

Form of

TF-GBV

Definition Commonly used tactics

Cyberbullying Repeated online verbal or psychological

harassment, such as name calling,

attempts to embarrass or humiliate

someone, carried out by an individual

or group against others.

Sending text messages or

posting comments about an

individual.

Cyberstalking The use of technology to stalk and

monitor someone’s activities and

behaviours in real-time or historically

(Violence Against Women, 2013).

Tracking one’s location

through GPS or other

stalkware, checking emails,

messages, call histories, and

monitoring their social media

activity (Dunn, 2021).

Defamation and

misrepresentati

on

Public release of false information

about a person (Douglas, 2016).

Defamatory attacks against women and

girls often focus on their sexuality.

Creation of fake profiles.

Documenting or

broadcasting

physical sexual

violence

Non-consensual recording and sharing

of violent content that portrays women

as objects or targets of sexual violence

(Van der Wilk, 2018).

Recording, sharing, viewing,

selling or purchasing of

images of sexual assault

(Palmer, 2018).

9
The definitions used in this table are gender-neutral and their applicability extends to LGBTQIA+

individuals as well as men.

8
This list is not exhaustive. At the time of writing this paper, these are the most commonly

perpetrated forms of violence facilitated using internet and mobile technologies. As technologies

evolve, this list can be modified and adapted to suit the context.
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Doxing (or

doxxing)

Non-consensual manipulation and/or

publication of an individual’s private

information.

Douglas (2016) lists three

types of doxing:

de-anonymisation, releasing

one’s personal and private

information that makes

locating them physically

easier, and revealing the

identity of an individual.

Digital

Voyeurism

Surreptitious capturing of images or

videos of a person without them

knowing, often for sexual or

commercial purposes (Citron, 2019).

Using hidden cameras in

public or private spaces

without the knowledge of the

subject. Newer

manifestations of voyeurism

in the digital age such as

“downblousing” or

“upskirting” occur when

voyeurs take pictures of

women from above her shirt,

or below her skirt without her

consent (McGlynn, Rackley

and Houghton, 2017).

Image-based

sexual abuse

Creation and/or distribution of private

sexual images without the consent of

the person featured in them, as well as

the threats to create and distribute

these images.

Capturing images or

recording videos and

distributing or publishing

them.

Online sexual

harassment

Receiving unwanted sexual attention or

unwelcome sexual behavior online

(Barak, 2005).

Unsolicited sexual

communication or images,

outright requests to

participate in sexual activities

either online or offline

Networked

harassment

(also referred to

as mobbing or

trolling)

Specific form of harassment where

abusers are part of an organised or

unorganised collective that often share

similar ideologies that are

discriminatory towards a minority or

oppressed group.

Coordinated attacks against

an individual or a group

involving writing derogatory

comments, disrupting online

events (Simonovic, 2018),

sharing sexist and abusive

content with peers

(Gurumurthy et al. 2019;

Backhouse, McRae and Iyer,

2015).

Non-consensual

distribution of

intimate images

(colloquially

known as

“revenge porn”)

Taking or sharing intimate images of an

individual without their consent with a

wide range of people, who were not the

intended audience or consumers of the

images (Dunn and

Petricone-Westwood, 2018). Often, the

abuser is an ex-partner who had access

to these images while they were sharing

Distributing or showing

intimate or nude images.
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an intimate or romantic relationship

with the subject.

Sexist or

gendered hate

speech

Derogatory and discriminatory

expressions targeted against

communities or against identities of

individuals to spread, incite, promote or

justify hatred.

Posting misogynistic

comments online, often

combined with casteism,

racism, Islamophobia, etc.

Sexploitation Commercial exploitation of sex or

sexual exploitation material (Powell and

Henry, 2017).

Sharing with media outlets

with intent to republish and

recirculate. This includes

both consuming and profiting

from image-based sexually

abusive content.

Sextortion Coercing an individual into engaging in

an activity that they do not wish do, by

threat of leaking their sexual or

intimate images to a wider than

intended audience (Wittes et al. 2016).

Convincing individuals to

share intimate video/audio

chats or nude pictures of

them via instant messaging

apps, SMS, online dating

apps, social media platforms,

etc., and then threatening to

reveal it to their peers or

family members should they

fail to comply with requests

or demands.

Synthetic Media Creation of fake or manipulated images

to sexualise people, or make it look like

they are engaging in sexual activity that

they have never participated in

(Chesney and Citron, 2019).

Creating deep fakes,

morphing photos of women

with other pornographic

images to make them appear

nude or engaged in sexual

activity.

Threats Acting with the intention of inflicting

pain, damage or other violent action on

someone.

Rape/death threats through

phone calls, text messages,

posts, comments and direct

messages on online

platforms, directed either at

the targeted individuals, or at

their family members.

Trafficking “Selling” of people on the internet

without their consent.

Sharing photographs of

individuals, mostly women,

who are sold online.

Source: Authors’ analysis based on secondary research

Evolution of Indian laws

Indian criminal laws have, over time, evolved to reflect the need to be able to tackle cyber

crimes, especially those against women. Official crime records also separately present this

data for a few forms of TF-GBV. In India, gender-based cyber crimes are predominantly

registered, investigated and prosecuted pursuant to specific provisions within the
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Information Technology Act, 2000 (ITA) and the Indian Penal Code, 1860 (IPC). The legal

provisions that recognise the infliction of gender-based violence through online and mobile

phone platforms have developed in a piecemeal fashion through amendments to existing

laws, to retrofit them to evolving use cases of gendered and online crimes. The commercially

oriented ITA was introduced in 2000 with the object of providing legal recognition for

electronic transactions to promote e-commerce. The ITA also sought to amend provisions in

the colonial era IPC to make them more relevant for cyber crimes (for example, expanding

the offence of morphing
10

to include the forging of electronic records). The Criminal Law

(Amendment) Act, 2013 carried out a similar exercise with the IPC by including online

violations against women such as sexual harassment,
11

voyeurism
12

and cyber stalking
13

. The

ITA was further amended by the IT (Amendment) Act, 2008 following specific

recommendations by an expert committee to expand the suite of economic cyber crimes to

also cover cyber crimes relevant to TF-GBV such as the violation of privacy (Section 66E),

the publishing/transmission of obscene material and sexually explicit material (Sections 67

and 67A respectively), and identity theft (Section 66C). Laws, therefore, must be based on

and evolve to reflect actual harms suffered by victims and survivors (expert interview, 2022).

There are special and local laws that supplement the IPC in tackling specific types of crimes

against girls and adult women in India (National Commission for Women, 2019). For

example, in certain cases the Indecent Representation of Women (Prohibition) Act, 1986,

(IRWA) is also invoked in cases of TF-GBV. Other laws include the Prevention of Sexual

Harassment of Women in Workplace Act, 2013, the Protection of Women from Domestic

Violence Act, 2005, Dowry Prohibition Act, 1961, the Immoral Traffic (Prevention) Act, 1956,

and the Protection of Children from Sexual Offences (POCSO) Act, 2012. However, due to

lack of data, we have not separately considered special and local laws in our analysis.

1.2 Technology as an enabler of violence

Digital technologies have simplified several abusive behaviours by providing convenient

tools for abusers to access their targets (Khoo, Robertson and Deibert, 2019; Van der Wilk,

2018). Research indicates that offenders are able to track victims more effectively,

monitoring their movements and communications (Dunn, 2020). The frequency of threats of

violence has also increased with the advent of technology and digital media (Salim M, 2018;

Dunn, 2020). Additionally, digital technologies have opened the door to new forms of abuse,

such as the non-consensual creation of sexual images through artificial intelligence (i.e.,

sexual deepfake videos or virtual reality pornography) (Dunn, 2020). Technology has

transformed many forms of violence into something that can be perpetrated across distance,

without physical contact and beyond borders to amplify the harm to victims (Dunn, 2020).

With abusers being able to access their victims even when they are not in close physical

proximity, it opens up the possibility for cross-jurisdictional abuse (Bailey and Mathen,

2019). The fact that violations are perpetrated beyond the territorial limits and jurisdiction

of states makes it difficult for authorities, including law enforcement agencies (LEA), to

identify, investigate and prosecute perpetrators, and provide remedies for survivors. For

13
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instance, this process often requires extraterritorial cooperation between countries which

can add several steps to investigation, and further delay justice (Simonovic, 2018).

Additionally, the ability for abusers to remain anonymous (Council of Europe, 2018) affects

law enforcement investigations (Dunn, Lalonde and Bailey, 2017) and makes it difficult to

assess the risk of violence (InterParliamentary Union, 2016).

The constant and remote access to the victim through connected devices, makes it impossible

for them to escape violence even when at home (Association for Progressive

Communications [APC], 2012). The perpetual nature of digital content and ease with which

it can be copied, means there is a permanent digital record that is difficult to avoid and may

be accessible worldwide (Van der Wilk, 2018). Even if the original source of the information

is deleted, copies of the information may have been downloaded and can be redistributed at

any time, leaving the survivor at perpetual risk of future abuse (Goldberg, 2019). With the

breadth of audiences witnessing the abuse and the opportunities for abusers to join forces on

digital platforms to organise attacks, the internet also provides spaces for groups of abusers

to coordinate and promote large-scale attacks against particular individuals or groups (Salter

2017). These online mobs can overwhelm their targets with a constant deluge of harassment

and have driven many away from participating in digital spaces (Plan International, 2020).

In effect, perpetrators have adopted the tools of technology and used the anonymity potential

of the internet to broaden the scope of violence they enact against their victims (Freed et al.,

2017).

1.3 Gendered nature of cyber harassment

Research indicates that women, girls and sexual minorities are more likely to be targets of

online victimisation (Gurumurthy et al., 2019; NORC and ICRW, 2021; Working to Halt

Online Abuse, 2011). Primary research on cyber stalking victimisation undertaken by Data

and Society Research Institute (Lenhart et al, 2016), Working to Halt Online Abuse (2011)

and Liz Claiborne Inc. (Picard, 2007) also found similar results (Reyns et al, 2016). The

gendered nature of cyber harassment is particularly observed on two counts: the choice of

victims and the use of gender and sexuality in debasing ways during attacks. This gendered

phenomenon is referred to as cyber gender harassment (Citron, 2009) or technology related

violence against women and girls (APC 2015; Baker et al. 2013; West 2016).

Women, often being the targets of online abuse, frequently receive derogatory comments

about their physical appearances and social identity (Gurumurthy et al., 2019). Even in

certain cases where online abuse is directed at men, the insult or threat to harass is directed

at female relatives of the targeted individual (The NewsMinute, 2020). Several studies in the

US and UK corroborate how women are disproportionately targeted online on the basis of

gender. For instance, researchers at the University of Maryland’s Electrical Engineering and

Computer Department found that in a simulated internet relay chat, users with female

names received 100 sexually explicit or threatening private messages and those with male

names received 3.7 such messages on average (Citron, 2009). Besides harassment, close to

40% of women were sent unsolicited pornographic materials, as per a British survey

(Griffiths, 2000), and 22% respondents to a survey in the US were victims of revenge porn

(Cyber Civil Rights Initiative, 2013). Most notably, the ‘#GamerGate’ incident that began in

2014 “is considered emblematic of this surge of online misogyny” and brought “the online

harassment of women into the public consciousness” Neiborg and Maxwell, 2018). In short,

gender and sexuality impact an individual’s vulnerability to online harassment.
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1.4 Negative societal impact

TF-GBV must be understood not only in terms of its individual harms, but also as public

wrongs violating sexual integrity, autonomy and equality (Bailey & Mathen, 2020). TF-GBV

not only violates a woman’s right to participate online but also undermines democratic

exercise and good governance, creating a democratic deficit (Simonovic, 2018). Foremost,

TF-GBV infringes on a series of fundamental rights of women, including the rights to health,

to bodily integrity, to live free from violence, to freedom of expression and to access to

information, as well as to privacy and data protection. As a result of TF-GBV, women tend to

self-censor and reduce or end their participation in digital spaces and leadership roles; “[t]he

systemic impact of this silencing reinforces patriarchal gender roles, discourages women

from taking up leadership roles, and reduces online content related to equality and human

rights” (Gender-Based Violence in Emergencies, n.d.). TF-GBV also leads to gender

inequality in access to technologies, which hinders women’s full enjoyment of their human

rights and their ability to achieve gender equality (Simonovic, 2018). Without appropriate

recourse, TF-GBV can broaden sexual and gender-based discrimination and violence against

women and girls in society even further (Simonovic, 2018).

If women reduce or avoid online participation due to TF-GBV, it reduces their access to vital

information, resources, services and economic opportunities (Gender-Based Violence in

Emergencies, n.d). Research indicates that 28% of women who had suffered TF-GBV

intentionally reduced their presence online (Pasricha, 2016). As a result of GamerGate,

women were driven out of their homes and jobs (Stuart, 2014). Other common outcomes are

social isolation, where they withdraw from public and social life, and limited mobility, when

they lose their freedom to move around safely (Simonovic, 2018). Systemic sexism is also

being amplified and reinforced online (Baele, Brace and Coan, 2019). Patriarchal

surveillance and online misogyny also lead women and girls to adjust or assimilate their

behaviour rather than seek help or confrontation (Gender-Based Violence in Emergencies,

n.d.). Therefore, in addition to the impact on individuals, a major consequence of TF-GBV is

a society where women no longer feel safe either online or offline, given the widespread

impunity for perpetrators (Simonovic, 2018).
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Section 2: Estimating TF-GBV in India

2.1 Incidence study

There is limited empirical evidence on the prevalence, types of harms, impact and responses

to TF-GBV in India. The empirical literature that does exist is at a sample level, contextual to

developed countries, and more focused on adolescents rather than adults (Backe et al, 2018).

Given inter- and intra-country variation in mobile ownership, internet penetration, and

digital infrastructures, there is a need for research focused on low and middle income

countries to inform relevant policy contexts. In India, official crime records represent just

the tip of the iceberg and studies undertaken by civil society organisations and researchers

are from a victimology rather than a policy perspective. We conducted a rapid Interactive

Voice Response (IVR) based survey of over 2,000 women in Karnataka and Uttar Pradesh,

combined, to understand the prevalence of TF-GBV and expected stakeholder response.

2.1.1 Literature review

Criminologists argue that official police statistics are not an accurate or adequate measure of

crime (Chockalingam, 2010; Tiwari, 2016). In the seminal paper ‘On Exploring the Dark

Figures of Crime’, Biderman and Reiss (1967) define the concept “as occurrences that by

some criteria are called crime yet that are not registered in the statistics of whatever agency

was the source of the data being used.” Suppressed crime rates are an almost universal

phenomenon (Chockalingam, 2010). Traditionally, police statistics were regarded as

unreliable since they were not subject to any form of ‘institutional processing’ or ‘unfounding

procedures’ (Biderman and Reiss, 1967). Judicial statistics, on the other hand, carried more

credibility and legitimacy having undergone the legal process. However, over time, crime

indexation began emphasising the value of “police data which [were] least dependent on

agency action” to unearth the true extent of crime in a population: “Each remove from the

crime, in terms of official procedures, leaves more of the actual crime taking place in a

community submerged in the dark figure” (Biderman and Reiss, 1967). Devising a method to

standardise and capture this information, and a shift to a more victim- and survivor-centric

approach, became the goal of statistical criminologists.

The National Crime Victimisation Survey (NCVS) in the US was one of the earliest known

CVSs to be institutionalised during the 1970s. Its aim was to provide adaptable data on

crimes and victims at a more granular level through a survey of 10,000 households. The

richness of the data collated was enough to warrant the creation of a National Criminal

Statistics Center. The results from the NCVS program eventually started complimenting the

official Uniform Crime Reports released annually by the Federal Bureau of Investigation. The

advent of victim-centric reporting has seen the United Nations undertake an International

Crime Victims Survey as well. The survey has been collecting information from over 80

countries since 1989. Other surveys include the crime survey for England and Wales in the

UK which started in 1982 and the ‘Crime Victimisation Survey’ in Australia which came into

being more recently in 2008. Due to the low level of data on TF-GBV in particular, a CVS is a

critical tool available to policymakers to gather evidence to estimate the magnitude of the

issue and suggest corrective measures.
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A multi-country poll undertaken by Amnesty International (2017) focused on understanding

women’s experiences with online abuse. The poll targeted 4,000 women in the age group of

18 to 55 years across eight countries: Denmark, Italy, New Zealand, Poland, Spain, Sweden,

the UK and USA. Insights on the prevalence and nature of abuse were discovered through

the poll. Close to a quarter (23%) of respondents experienced online abuse or harassment at

least once. The harms suffered by respondents who experienced victimisation included

threats of physical or sexual assault (20-25%); doxing (26%); and slurs of racism, sexism,

homophobia or transphobia (58%).

Similar insights were uncovered in Australia (e-Safety, 2021). The research study

commissioned by e-Safety, the Centre for Aboriginal Economic Policy Research at the

Australian National University, documented the experiences and impact of

technology-facilitated abuse on aboriginal and islander women living in remote and regional

areas. The qualitative research included interviews with two groups in the target regions:

first, key stakeholders (N=15) including women’s services, police, legal services, health

services and drug and alcohol services, among others, who worked directly or indirectly with

TF-GBV survivors; and second, aboriginal and islander women (N=12) in the age group of 26

to 65 years. Key insights are summarised below:

● The most commonly reported harms included threats, image-based abuse, racist online

abuse, harassment, stalking and monitoring, and impersonation.

● The tactics employed by perpetrators included repeated messages, phone calls, fake

social media accounts, and monitoring apps or platforms.

● Women belonging to younger age-groups were more likely to experience image-based

abuse and monitoring via text messaging and social media. Older women were more

susceptible to technology-facilitated financial abuse, and were more likely to experience

victimisation via phone calls.

In an effort to understand online intimate partner violence, Women’s Aid, a UK-based civil

society organisation working towards ending domestic violence against women and children,

conducted an online survey of women. At least 45% of female respondents experienced some

form of online intimate partner abuse during their relationship or after it ended (Shahani,

2014). Similarly in the US, the National Public Radio conducted a study of 72 domestic

violence shelters in 2014. More than three-fourths of the shelters worked with clients whose

abusers tracked them using GPS or secretly monitored conversations using hidden mobile

applications (Shahani, 2014).

Hate speech, in particular, dehumanises and encourages violence toward a person or group

of people based on an identifying feature; i.e., women online are targeted because of their

gender (Citron, 2014). For example, in Malawi, a study found that 46.3% of the surveyed

women had been subjected to hate speech online (Malanga, 2020). Another study found that

gendered hate speech made up 3.1% of reports to internet platforms in the European Union

(Van der Wilk, 2018). Online hate not only reinforces systemic inequalities, but also makes it

difficult for certain groups to engage online, and can spill over into the physical world,

causing violence and even death. In a case in Pakistan, a woman who had been the target of

hate speech was shot at in public due to the hate speech aimed at her online (Bukhari, 2014).

While these surveys elicit information on the different forms of victimisation, deeper

research on certain specific forms of victimisation is also needed. Such research can help
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understand patterns of offending and modus operandi typically used, which in turn can help

inform targeted response and preventive strategies.

2.1.2 Methodology and survey administration

Official records of TF-GBV are largely inadequate for diagnosing the extent of the issue,

meriting the collection of alternate victimisation data. CVSs are the fundamental building

block of the criminal justice system which measure outcomes (i.e. the safety as perceived by

residents) (Sane and Shah, 2022). They are a tool to bridge the gap in public data on crime

and safety. Such measurements, done regularly, can feed back into improved working of the

criminal justice system, and the analysis of the causes and consequences of personal safety

(Sane and Shah, 2022). Accordingly, we designed and implemented a rapid IVR-based

phone survey in July 2022 to gather insights on this issue, on two key aspects:

1. Nature of TF-GBV experienced, in case of victimisation

2. Primary response stakeholder approached by victims, if at all

The questionnaire design was informed by analysing official data and supplemented by

secondary research. Since the majority of cybercrimes against women in India are reported

as ‘other’ as per our analysis of official crime data (National Crime Records Bureau, 2021),

the questionnaire was designed to cover a range of TF-GBV in order to help understand the

nature of victimisation. This included impersonation, morphing, image-based sexual abuse,

revenge porn, cyber stalking and cyber harassment, to help capture the different forms

experienced by the respondents. The definitions, however, were simplified and generalised

for ease of understanding. The English version is provided below (Annexure 1).

We selected Uttar Pradesh and Karnataka for the study based on a triangulation of the

following metrics:

1. Rate of cyber crime against women (Table 8)

2. Proxy for gender-based digital penetration, for which we analysed two sources:

a. State-wise gender-disaggregated data on ability to use internet (Table 8)

b. State-wise gender-disaggregated data on mobile phone ownership (Table 8)

3. State-wise mapping of initiatives taken by LEAs for responding to TF-GBV (Table 9)

Based on these metrics, Karnataka and Uttar Pradesh emerged on two ends of the spectrum.

Karnataka had the highest official cyber crime rate against women, a higher than average

rate of digital penetration and policing initiatives that focused on TF-GBV. Diametrically

opposite was Uttar Pradesh, with one of the lowest cyber crime rates against women, lower

than average digital penetration and a less apparent focus on TF-GBV in its cybercrime

initiatives. Accordingly, examining victimisation data in these states provided a fair estimate

of the prevalence range.

We surveyed at least 1,000
14

respondents in each selected state through the Centre for Rapid

Insights
15

, a partnership between Artha Global and Prashnam
16

. We surveyed respondents

16
Prashnam is India’s first AI-powered feedback engine that collects real opinions from real Indians.

15
https://artha.global/rapid-insights/

14
In statistical sampling, for a 95% confidence level with a 3% margin of error, a minimum sample of

1,067 responses are required. For a 99% confidence level with a 5% margin of error, a minimum of

666 responses are required.
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who self-identified as women, were over the age of 18 years and who were domiciled in Uttar

Pradesh (N=1077) and Karnataka (N=1014). Other than purposive sampling for women, the

sample was not stratified by any metric. There was a 52-53% drop-out rate in response by

victims to the second question; this is a typical limitation of IVR-based surveys. Based on the

non-random panel from which the sampling was done and the high dropout rates, the results

of the survey are presented here at a sample-level only.

We conducted pilots in both states to test the questionnaire and response rates. Initially, the

survey was to cover four areas of interest—nature of victimisation, locus of victimisation,

impact of victimisation and avenues for redress. Based on the results from the pilots, we

dropped the questions on locus and impact of victimisation as well as the option on doxxing

and defamation from the nature of victimisation question. Owing to the limitation of

telephonic, voice-recorded survey, we restricted the survey to two questions with up to five

answer options each. While administering the final survey, we randomised the order of the

options in question 1 to avoid any response bias, including primacy or recency bias.

However, due to the sensitive nature of the questions, we also experienced a high-dropout

rate and invalid responses.

The survey was administered in the local language, i.e. Kannada (Karnataka) and Hindi

(Uttar Pradesh). The survey randomly targeted a panel of female respondents in rural, urban

and semi-urban areas across all districts in Karnataka and Uttar Pradesh to ensure

geographic spread of the sample. The district-wise distribution of respondents for the

surveyed states is provided in Table 4 and Table 5 below.

IVR-based surveys can become an important tool to inform policymaking and

implementation with immediate and reliable data. As in-person survey methods become

unviable in crises, such as during the pandemic, and digital literacy grows, contactless phone

surveys offer opportunities for researchers.

2.1.3 Findings and insights

1. Demographic insights: The median age of the respondents was 39 years in Karnataka

and 27 years in Uttar Pradesh. Majority of the respondents, in both states, were between

the age group of 30-45 years. The age-wise distribution of respondents is provided in

Table 3 below.

Table 3: Demographic information of respondents

Demographic Information

Age Group

(in years) Karnataka Uttar Pradesh

18-30 20.32% 31.57%

30-45 50.10% 40.76%

45-60 22.68% 20.24%

60 and above 6.90% 7.43%

N 1014 1077

Source: Primary survey
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Table 4: District wise distribution of respondents (Uttar Pradesh)

District Name

Number of

respondents District Name

Number of

respondents

Agra 11 Jaunpur 21

Aligarh 7 Jhansi 13

Allahabad 26

Jyotiba Phule

Nagar 1

Ambedkar nagar 24 Kannauj 8

Amethi 24 Kanpur Dehat 21

Auraiya 7 Kanpur Nagar 23

Azamgarh 44 Kasganj 6

Baghpat 4 Kaushambi 3

Bahraich 32 Kheri 28

Ballia 36 Kushi Nagar 13

Balrampur 7 Lalitpur 10

Banda 11 Lucknow 20

Barabanki 21 Maharajganj 23

Bareilly 13 Mahoba 13

Basti 9 Mainpuri 9

Bijnor 10 Mathura 11

Budaun 11 Mau 12

Bulandshahr 6 Meerut 5

Chandauli 10 Mirzapur 11

Chitrakoot 7 Muzaffarnagar 15

Deoria 22 Pilibhit 4

Etah 4 Pratapgarh 18

Etawah 9 Rae Bareli 16

Faizabad 28 Rampur 5

Farrukhabad 8 Saharanpur 5

Fatehpur 18 Sambhal 4

Firozabad 11 Sant Kabir Nagar 18

Gautam Buddha

Nagar 4

Sant Ravidas

Nagar 9

Ghaziabad 11 Shahjahanpur 22

Ghazipur 41 Shamli 4

Gonda 24 Shrawasti 7

Gorakhpur 35 Siddharthnagar 6

Hamirpur 12 Sitapur 35

Hapur 3 Sonbhadra 9

Hardoi 31 Sultanpur 22
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Hathras 1 Unnao 19

Jalaun 11 Varanasi 15

Source: Primary survey

Table 5: District wise distribution of respondents (Karnataka)

District name

Number of

respondents District name

Number of

respondents

Bagalkot 47 Gulbarga 38

Bangalore Rural 24 Hassan 35

Bangalore Urban 64 Haveri 30

Belgaum 83 Kodagu 14

Bellary 45 Kolar 14

Bidar 28 Koppal 23

Bijapur 44 Mandya 51

Chamaraja nagar 14 Mysore 48

Chikkaballapur 19 Raichur 22

Chikkamagalur 38 Ramanagar 19

Chitra durga 46 Shimoga 25

Dakshina kannada 49 Tumkur 39

Davangere 41 Udupi 14

Dharwad 40 Uttara Kannada 29

Gadag 14 Yadgir 17

Source: Primary survey

2. Overall victimisation:

Question 1

If you identify as a woman, have you experienced any of the following incidents

online or on your phone since you turned 18 years of age?

a. If someone created your fake profile or image, press 1 after the beep

b. If someone leaked private images or videos of you, press 2

c. If someone harassed, threatened or sent you obscene images, press 3

d. If you experienced other forms of harm, press 4

e. If you had a safe experience, press 5

Close to half the respondents in Karnataka (48%) and Uttar Pradesh (52%) experienced

some form of TF-GBV (Figure 2). This high prevalence rate, as compared to official statistics,

aligns with alternate TF-GBV victimisation data in other jurisdictions discussed above.

23



Figure 2: Experience of victimisation

Source: Primary survey

Victimisation in Uttar Pradesh is particularly noteworthy. It suggests that even in states with

relatively poor digital penetration and low registration of crime, TF-GBV is widely prevalent.

This indicates that the reasons for the gap between official crime rates and crime incidence

must be explored further.
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The age-wise experience of victimisation is presented in Figure 3. In both states, experience of victimisation is similar and ranges between 42%

to 54% across all surveyed age-groups.

Figure 3: Age-wise experience of victimisation

Source: Primary survey

3. Nature of victimisation: In both states, close to a third of the respondents who experienced victimisation indicated that someone created

their fake profile (Figure 4). In Karnataka, a little over one-fifth of the respondents who experienced victimisation indicated that someone

had leaked their intimate/private images (23%) and threatened, harassed or sent obscene images to them (21%); in Uttar Pradesh, nearly

26% of the respondents who experienced victimisation had equally experienced these latter two forms of TF-GBV. The balance respondents

who experienced victimisation (20% in Karnataka and 12% in Uttar Pradesh) experienced “other” forms of TF-GBV.
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Figure 4: Nature of victimisation

Source: Primary survey
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4. Stakeholder from whom help was sought:

Question 2

Who did you approach to seek help regarding this issue?

a. For social media or other online company, press 1 after the beep

b. For police, press 2

c. For Local NGO, press 3

d. If you didn’t seek external help, press 4

Of the respondents who experienced victimisation and completed the survey, a plurality

approached social media and other online companies for redress (37% in Karnataka and 45%

in Uttar Pradesh) (Figure 5) indicating that intermediaries might be the first choice for

survivors seeking redress. 22-24% of respondents who experienced victimisation approached

the police and 10-14% approached local NGOs across both states. In Karnataka, close to 29%

of respondents who experienced victimisation chose to not seek any external help; the same

was the case for close to 16% respondents who experienced victimisation in Uttar Pradesh.
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Figure 5: Stakeholder from whom help was sought

Source: Primary survey
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2.2 Impact studies

Dragiewicz et al. (2018) note that TF-GBV has altered the nature of GBV itself by creating a

continuum between new and familiar forms of violence against women. It is often difficult to

distinguish the consequences of actions that are initiated in digital environments from offline

realities, and vice versa (Simonovic, 2018). Therefore, apart from crime incidence, the

prevalence of TF-GBV in India can also be understood from various studies on the impact on

victims and survivors. Sporadic independent research studies have examined the physical,

psychological, socio-economic and digital impacts of TF-GBV in India.

Physical

TF-GBV incidents often translate into physical forms of GBV (expert interview, 2022);

“[v]iolence and honor killing have been identified as a direct consequence of image-based

sexual abuse (IBSA) and sexual harassment in a number of settings” (Gender-Based Violence

in Emergencies, n.d.). Grounded in feminist research principles, Sarkar and Rajan (2021)

conducted 30 in-depth interviews with survivors of cyber violence against women in India to

understand the impact of and their response to victimisation. The most perverse impact was

the extension of their victimisation into the physical realm: 83% of the respondents

identified as rape survivors consequent to their cyber victimisation. Some survivors shared

their experience of tech-facilitated intimate-partner violence, where previously consensually

taped sexual activities were used as a coercive mechanisms for prolonging a marriage.

Another participant explained how cyber stalking via emails led to rape.

Psychological

At the individual level, TF-GBV can cause profound, long-lasting and severe psychological

distress, self-harm and even suicide (Gender-Based Violence in Emergencies, n.d.). Survivors

of TF-GBV report suffering from a range of emotional and psychological issues (Dunn,

2020). Examples include fear, exhaustion from managing the abuse, anxiety, depression,

loss of focus on work and school, panic attacks, post-traumatic stress disorder (PTSD),

suicidal ideation, and many more. A study in Southern India found that 28% of the surveyed

women (N=326) felt anxious or depressed as a result of the violence and 6% reported

attempting to self-harm (Gurumurthy et al., 2019). Such harms also differ by the nature and

type of TF-GBV (Dunn, 2020). Isolation is another impact reinforced due to them

disconnecting from the digital world.

The anonymity of perpetrators further heightens the fear of violence, resulting in a sense of

insecurity and distress experienced by the victims. Respondents in a study carried out by

Amnesty discussed the deeply personal impact such victimisation had on them (Amnesty

International, 2017). 41% of survivors attested to feeling a threat to their physical safety;

nearly three-fourths changed how they used the online platform; and two-thirds experienced

a sense of powerlessness. Psychologically, 61% of survivors experienced lower self-esteem or

loss of self-confidence. Psychosomatically, 55% experienced stress, anxiety or panic attacks;

63% could not sleep well; and 56% could not concentrate for long periods of time. And

interestingly, close to 60% of the victims experienced harms from complete strangers

(Amnesty International, 2017).

Financial and economic
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Women also reported financial losses due to changing their phone numbers, relocating

towns or due to job losses (Gurmurthy, Vasudevan and Chami, 2019 and e-Safety, 2021).

Such victimisation leads to exclusion, self- or externally imposed, of women from the digital

economy, which has financial implications. Survivors explained how they quit online spaces

for durations ranging from months to years, self-censoring their online content and in some

cases withdrawing from public spheres due to fear of their family’s safety (Sarkar and Rajan,

2021).

Economic harm can also result; for example, when the explicit image of a victim appears in

search engine results, making it difficult for them to find employment, or prevents them

from even attempting to find employment because of the shame and fear of potential

employers discovering the images (Simonovic, 2018). As economic activities increasingly

migrate online, opting out of digital spaces also affects women’s participation in labour

markets and economic productivity. For example, women human rights defenders,

journalists and politicians are disproportionately affected due to their public personas

(Kathuria C, 2018). They are often targeted, threatened, harassed or even killed for their

work. Ultimately, the online abuse against women journalists and women in the media are a

direct attack on women’s visibility and full participation in public life (Simonovic, 2018).

Digital/privacy

The near-limitless reach of the internet exponentially multiplies the harm to one’s

reputation, social standing, future prospects, personal relationships and even personal

security when intimate information (or in some cases, misinformation) and personal data are

distributed through those means (Bailey and Mathen, 2020). The sheer magnitude of the

exposure can itself be understood as an aggravating factor—transforming what might

ordinarily be understood as a private law harm (say, defamation) into a criminal law one

(Bailey and Mathen, 2020). Point of View, a civil society organisation working towards a

safer digital world for women and marginalised genders, documented ten experiences of

mobile-phone facilitated TF-GBV in their publication, Free to be Mobile. They specifically

highlight the gender related digital gaps in rural India and the disproportionate victimisation

of women who might not be “online” but are still “digital” through the ownership of mobile

phones (Point of View, 2019). With instances of WhatsApp accounts being hacked and

surveillance of itemised call records by family members, the phone is often used as a prime

tool to limit women’s agency in India.

The internet becomes a tool to reinforce these structural inequities, thereby increasing the

marginalisation of women and gender-diverse groups. The vast amounts of data that are

collected, stored, used, processed and disseminated amid these existing power dynamics

become points of vulnerability. Privacy breaches, wherein private data can be accessed

online and used to track and monitor individuals, are real and relevant concerns. In this

respect, it remains to be seen what the implications of the recent draft Digital Personal Data

Protection Bill, 2022, on the process for protection of digital privacy and data rights of

individuals, will be for combating TF-GBV as well.
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Section 3: Analysis of Institutional Response

As societies digitalise, the state must contend with the challenges of digital governance,

especially safeguarding citizens against a host of emerging harms such as TF-GBV.

Traditionally, the ‘social contract’ places the state at the centre of ensuring women’s safety.

But now, its role and responsibility must be understood in the context of a decentralised and

transnational internet, dominated by private telecommunications and media platforms

(Suzor et al, 2019). Due to the influence exerted by private platforms on social life, they hold

a moral and social obligation to protect their users’ human rights (MacKinnon et al., 2014

and Council of Europe, 2017). As platforms “become akin to public spaces”, they must be

guided by “norms and rules developed by democratic societies” (HM Government, 2019). In

effect, what this suggests is the forging of a new ‘social contract’ between the platforms,

regulators and society to redress harms, including using technology as a tool for the coercive

control of women, perpetuating sexual violence against them or normalising widespread

misogyny on the internet. This section examines TF-GBV in India from a public and private

institutional response perspective.

Our analysis is based on a combination of secondary research and semi-structured

interviews with 11 experts including representatives from law enforcement (N=2), civil

society (N=5), legal experts (N=2), social media platforms (N=2). We conducted the expert

interviews between May and July 2022 through video conferencing. On the intermediary

side, we also analysed the corporate policies of social media platforms (N=4)
17

, telecom

companies and internet service providers (N=4)
18

for their sufficiency towards addressing

TF-GBV and actions that the intermediary is required to take upon violation of these internal

policies (Annexure 3). In addition, in the absence of a country-wide, independent,

quantitative study of the prevalence of TF-GBV in India, we rely on NCRB data as a base for

our analysis in this section.

3.1 Law enforcement response

Law enforcement’s response to TF-GBV must be understood in the context of pre-existing

limitations, including stretched capacity, ineffective accountability, citizen-police trust deficit

and patriarchal subcultures in policing. These organisational and structural shortcomings

are further exacerbated in the techno-social construct underlying TF-GBV and impact

survivors’ access to and experience of timely justice. We focus on issues experienced by

survivors during crime registration (Section 3.1.1) and challenges experienced by police

during investigation of TF-GBV cases (Section 3.1.2). These phases are critical steps in a

longer pipeline of criminal justice, including prosecution, trial and judicial action. But if

done right i.e. in a procedurally just manner, they pave the way for access to substantive

justice and redressal.

3.1.1 Barriers to registering cases

Pasricha (2016) notes how only a third of the respondents in a study on online violence

against women reported incidents to the police. While under-reporting is not unique to

18
We reviewed the terms and conditions to use GSM and Broadband connections of BSNL, Airtel,

Vodafone-Idea and Jio.

17
We reviewed the policies of Twitter and Facebook, WhatsApp and Instagram, which are all part of

the Meta ecosystem
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TF-GBV (Bhattacharya and Kundu, 2018; IDFC Institute, 2017; Chockalingham, 2003), from

our discussions with civil society members who work with TF-GBV survivors, we understand

that there are a few barriers to reporting TF-GBV: their lack of faith in the justice system’s

ability to address crimes against women, their lack of awareness about what constitutes

TF-GBV, shame and stigma associated with intimate image-based abuse, and low trust in the

police. Where survivors do approach the police, they are often met with unresponsive,

insensitive or unaware personnel, who may refuse to register a case despite a legal obligation

to do so (expert interviews, 2022). Nappinnai (2017) also mentions the “lack of empathy and

awareness among police” as factors weakening enforcement in TF-GBV cases, and both these

areas were unanimously highlighted by our experts, including police officers, platform

leaders and civil society members, as scope for improvement. We discuss these two issues

below.

Police insensitivity

The criminal justice system in India “is built on a hierarchy of offences” (Gurumurthy and

Vasudevan, 2018). This is evidenced in various ways such as categorisation of certain crimes

as ‘violent’ or ‘heinous’ and the Principal Offence Rule
19

. Consequently, this thinking

permeates into policing as well; “law enforcement officials respond to crimes depending on

how they perceive their relative heinousness” (Gurumurthy and Vasudevan, 2018). This is

exacerbated in cases of TF-GBV where the perceptions are that the harms are not ‘real’ and

since women are not typically the owner of mobile phones, they cannot be victimised by

violence through the device. This poses several difficulties for those looking to report

incidents and seek redress.

Consider the following example from Uttar Pradesh (Point of View, 2019): A 20-year old

man (perpetrator) in possession of 40 sim cards repeatedly sexually harassed and stalked a

30-year old journalist and her colleagues over the phone. What began as phone-based

harassment turned into threats of physical and sexual violence. When his number was

blocked by the victims, the perpetrator approached phone companies to get the victims’ SIM

cards locked on the pretext that those were his numbers and he lost his phone; he was

successful. The victims then tried several avenues for legal redress to no avail. The 1090

helpline number was either busy or lacked follow-up action when answered; the police

station personnel refused to file an FIR and instead told them to change their numbers; and

the crime branch inspector was patronising and insensitive. Finally, the deputy inspector

general at the crime branch gave the perpetrator a warning and an FIR was registered under

IPC 507 and Section 66A of the ITA. However, six months passed and no action was taken.

The victims ultimately got some redress when they wrote an open letter to the Chief Minister,

which gained attention on social media. As a result, the Chief Minister took cognisance of the

issue and two days later, the police arrested the perpetrator. This case is illustrative of the

discretion at the hands of the police in filing an FIR, which has offered a degree of impunity

to perpetrators of TF-GBV.

Point of View’s (2019) research documents other such cases and Sarkar and Rajan’s (2021)

research discusses second-order victimisation experienced by TF-GBV survivors at the hands

of the police, among others. This victimisation is in the form of ‘slut’ shaming and victim or

19
Principal Offence Rule means that where more than one offence is committed at the same time by

the same perpetrator(s), only the most serious offence is recorded.
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survivor blaming: “how does love have anything to do with sharing naked pictures”, which

is not only detrimental to survivors’ mental health but also to crime reporting. Gurumurthy

(2022) also corroborates the victim or survivor blaming tendencies of the police. Besides

shaming and blaming, another issue survivors face is that TF-GBV may not be taken

seriously by law enforcement relative to ‘traditional’ violence (George and Harris, 2014,

Harris, 2016). In her report, Pasricha (2016) recommends that the police in India must

“[s]top dismissing [TF-GBV] because it takes place on the internet”. Vasudevan, Gurumurthy

and Chami’s ethnographic research (2018) notes unconstructive perceptions held by some

police about TF-GBV: “in cases of incessant online harassment, the girl can always just block

the number or change her own number”. In short, the police may impede TF-GBV survivors’

access to justice by being dismissive, patronising, apathetic or insensitive (Gurumurthy,

2022; expert interview, 2022).

Inadequate legal awareness

When it comes to filing an FIR for TF-GBV, one key concern for survivors is law

enforcement’s cyber legal awareness. Table 10 (Annexure 2) summarises the key legal

provisions that law enforcement must consider in relation to gender-based cyber crime. On

average, law enforcement must consider at least 13 legal provisions when dealing with

TF-GBV, but in some scenarios, such as trolling, this can go up to 18 provisions.
20

The police

must not only contend with a multiplicity of provisions, but also interpret subjective legal

terminology on a case by case basis, keep a survivor-centric approach while analysing

consent violations, and understand the TF-GBV as a continuum with digital and physical

harms (expert interview, 2022). In the case of the latter, a qualitative study on TF-GBV

showed that the police may incorrectly differentiate physical harms from mental harms, and

choose to apply the IPC to TF-GBV cases only where the violence is ‘physical’ (Vasudevan et

al, 2018).

Another issue survivors face is the incorrect application of provisions where multiple levels

of consent are involved. For instance, if intimate images are initially shared with consent, but

later circulated without consent or knowledge, the police may tend to incorrectly punish the

victim by applying Section 67A of the ITA (sharing of obscene content) instead of Section

66E of the ITA which deals with violation of the victim’s privacy (Vasudevan et al., 2018).

Consent is a critical component of TF-GBV, and ideally should be distinguished at multiple

levels—while capturing, publishing and transmitting content.

Besides this, the police also resort to applying inoperative sections of the law. Section 66A of

the ITA was enacted to combat the rise of cyber crimes against women, and specifically to

punish the sending of vulgar SMSes to women (Chowdhury and Chhibber, 2015). The intent

was to criminalise electronic communications that were “grossly offensive” or “menacing” in

nature. However, Section 66A
21

was controversially used in a number of cases targeting

21
Section 66A made it a punishable offence for any person to send offensive information using a

computer or any other electronic device. The provision also made it punishable for a person to send

information that they believed to be false.

20
This is excluding additional provisions to be considered if the victim or survivor is from a scheduled

caste or tribe.
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political dissent.
22

As a result, the Supreme Court in the case of Shreya Singhal v. Union of

India (2015)
23

, repealed Section 66A on the basis that the underlying criminal conduct had

been defined in “unconstitutionally vague” terms which was being arbitrarily interpreted to

penalise free speech. Surprisingly, a study by Gupta & Sekhri (2018) revealed that arrests,

investigations and trials involving Section 66A continued in police stations and courts across

India even after its repeal. Whilst there is no authoritative figure on the current usage of

Section 66A, news reports and online databases provide adequate inferences of the

continued use of the repealed section.
24

A “Zombie Tracker” developed by private

organisations shows that a total of 1,988 cases have been registered in courts in 11 states

since it was repealed.
25

Recently in July 2021, six years after the Shreya Singhal ruling, the

Ministry of Home Affairs (MHA) issued a new notification
26

directing all law enforcement

agencies (LEAs) to stop registering new cases under Section 66A and to immediately

withdraw all pending cases. Our interviewee also noted that the repeal of Section 66A has left

a vacuum in terms of providing relief to women in TF-GBV cases.

3.1.2 Roadblocks to crime investigation

While pendency is a concern across the criminal justice system, timely redressal eludes

survivors of TF-GBV for certain particular reasons at the police investigation level. This is

evidenced by the number of cases piling up for investigation and closed prematurely. For

this, we analyse NCRB data (2021) on cases pertaining to Sections 67A and 67B of the ITA

(sharing of obscene content). First, our analysis shows that almost 71% of Sections 67A and

67B cases pertain to cyber crimes against women and girl children. Here, it must be noted

that while NCRB reports overall incidence of Sections 67A and 67B cases separately, for

reporting incidence of these cases against women it clubs together Section 67A cases against

women and a portion of Section 67B cases that are against girls. Similarly, although NCRB

does not publish gender-disaggregated data on police disposal of cyber crime against women

under Section 67A, the data offers illustrative insights on issues in addressing TF-GBV. In

2021, the average case pendency was 53% and the remaining cases (approximately 47%)

were disposed of as follows: transferred or withdrawn (0.4%), closed (53%) or chargesheeted

(46%). Of the closed cases, two-thirds (66%) were closed due to insufficient or untraceable

evidence (Figure 6). Experts also mention that many cases of online sexual harassment of

women are closed at premature stages (Nappinai, 2017).

26
No. 21021/46/2016-1S-II/M

25
https://zombietracker.in/

24
An online legal database, India Kanoon, listed a total of 45 cases between January 2018 to

September 2018, however, this number can only be relied on as an indicative (and not exhaustive)

basis to show the continued use of Section 66A.

23
AIR 2015 SC 1523

22
For instance, Section 66A has been applied in cases where people have posted critical comments on

politicians (or their families), published cartoons mocking Parliament and insulted the national flag of

India (Bhardwaj, 2015)

34

https://zombietracker.in/


Figure 6: Insufficient/untraceable evidence contributes to premature closure of

cases by police

Source: Crime in India report, published by National Crime Records Bureau

In the following subsections we explore the factors that inhibit police personnel from

carrying out timely and proper investigations, which lead to this paradigm.

Technical skills for digital investigations

The unique feature of TF-GBV is a digital crime scene and digital evidence trail. Investigating

such cases requires technical knowledge (Table 6) for crime scene management, evidence

collection, preservation of evidential integrity and examination. Collecting and analysing

digital evidence includes the application of cyber forensic techniques (Casey, 2011) including

network forensics (internet traffic) and device forensics (mobile, computer or gaming

consoles). Besides technical capabilities, cooperation and information-sharing from

intermediaries is critical for investigation. For this, the police need to be aware of the

appropriate procedures (Table 6).

Table 6 summarises the technical knowledge and skills ideally required for TF-GBV

investigation. But our interviews with police practitioners and researchers highlighted the

current gaps in law enforcement capabilities. Amid a barrage of masking techniques,

including stolen SIM cards, fake profiles, virtual private networks and anonymity preserving

web browsers, apprehending criminals is a major challenge for law enforcement (expert

interviews, 2022). This is on the heels of knowledge deficiencies pertaining to what evidence

is to be collected at the crime scene and how such evidence is to be extracted (expert

interviews, 2022). The lack of standardised knowledge was not only highlighted by our

experts in the context of TF-GBV, but also by an official from the Data Security Council of

India (DSCI) (Saikia, 2016).
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Table 6: Technical and procedural knowledge during TF-GBV investigation

Description Technical knowledge Procedural knowledge

Observing crime

scene

-Identifying sources of digital evidence including less

“obvious” devices, e.g. Xbox, Alexa

-Latest developments in technology and innovation and

potential evidentiary value in each device

Managing crime

scene and

collecting

evidence

-Preserving crime scene through photography &

videography

-Collecting digital evidence including RAM, hard disk,

software installed, violative content, and network traffic

data by using tools including computer disk imaging tools,

mobile extraction tools live evidence extraction tools

-Calculating the hash value of seized data to avoid a breach

in the chain of custody

-Materials to be used in packaging and transporting

evidence

-Standards of evidential admissibility in

courts

-Documentations: filling seizure memo,

chain of custody form, producing 65B

certificate if required, and CFSL/SFSL

questionnaire procedures of electronic

evidence

Extracting

evidence and

information

-Extracting the perpetrator's IP address or service

provider's IP address or domain registrar of an impugned

website by looking at email headers or website URL (with

time stamps, if available), or phone number in case of

phone-based harassment

-Determining whether the impugned IP address or domain

registrar is domiciled in India or not using software

-Approaching relevant stakeholders to access the following

information:

a) IP address of the uploader

b) Date and timestamp of the uploaded content

c)User details if any (such as e-mail address, mobile

number while creating account)

d) Registration access logs from the service provider

e)IPDR details/Trunk Gateway details from service

providers

-Determine domicile status of service

provider or platform:

a) If India → summon requisite information
under Section 91 of the CrPC
b) If overseas → summon requisite information
under MLAT process
c) If anonymous → rope in CERT, Interpol

Source: Authors’ analysis based on expert interviews and secondary research (Holt et al,

2018; National Cyber Crime Research and Innovation Centre, 2021)

Stretched capacity

Another complex issue impeding TF-GBV investigations pertains to organisational decisions

for resource allocations. Apprehending cyber criminals often requires painstaking detective

work by dedicated teams; however, with limited capacity, specialised human resources are

prioritised for cyber security cases (expert interview, 2022). Exceptions are made for

TF-GBV only where police perceive “serious” cases of targeted or repeated victimisation

(expert interview, 2022). Our discussions with platform leaders also indicated how almost all

their interactions with law enforcement pertained to the moderation of free speech.

Delays in TF-GBV investigation also intersect with the capacity constraints in forensic

laboratories (FSL). For instance, in the case of cyber harassment on social media, the

investigation will involve collection of social media posts and identifying the IP address of
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the suspected user. The police will refer these aspects to the cyber forensic division for

validation. But, delays in forensic validation of evidence is one of the reasons for ineffective

case clearance, according to Rakshit Tandon, a cyber security expert (Saikia, 2016).

Data indicates that there are 642 FSLs in India out of which 32 are main laboratories, 81 are

regional laboratories, and the remaining 529 are mobile laboratories (Data on police

organisations, 2021). Data on the presence of cyber forensic divisions within these

laboratories is not available although state-wise data on cyber cells and social media

monitoring cells is available (Data on police organisations, 2021). But reports indicate that

on average there is a vacancy of 30-40% in forensic divisions (Rajagopal, 2018). It is no

surprise, then, that cyber forensic labs delay reports (Shakill, 2015). Our expert interviews

also suggest that there is poor human and infrastructure resource capacity at FSLs. To

exemplify, there are only 0.33 forensic experts for every 100,00 people in India, and the ratio

of cyber forensic experts is expected to be much less. In contrast, the ratio of forensic

scientists to the population in other countries ranges from 20 to 50 scientists per 100,000

citizens (Forensic Science International; Report, Volume-3, 100215, July 2021).

According to an official from Maharashtra’s FSL as well, “...the highest number of pending

cases are in departments like cyber forensics” (Kulkarni, 2020). Data from one of Delhi’s

cyber forensic divisions also shows a rising number of cases pending examination.

Figure 7: Cases pending cyber forensic examination

Source: Delhi Forensic Science Laboratory

Delays from forensic laboratories not only impede case clearance but may also contribute to

granting of bail to first time offenders. This was done in the Bulli Bai case (Outlook, 2022).

But unlike in physical crimes, monitoring cyber behaviour of offenders while they are out on

bail is a challenge, and repeat offending is a risk (expert interviews, 2022). The NCRB does

not publish data on recidivism in TF-GBV cases, but from our expert interviews we

understand that it is a major challenge faced by both platforms and law enforcement.

Moreover, proper counselling and reintegration of first time offenders also needs to be done,
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according to Rashmi Karandikar, the former deputy commissioner of police, in Mumbai’s

cyber cell who investigated the Bulli Bai case (Saigal, 2022).

Lack of timely cooperation from intermediaries

Apart from internal capacity, the evidence trail for TF-GBV requires timely cooperation from

intermediaries as well. For example, to identify the sender of an email containing sexually

explicit content, the police need information including the sender’s IP address, date and

time-stamp of the email, access logs from the email service provider during the given time

frame, and any user information relevant to the suspect. They also need certification from

the server company that hosted the impugned email to help authenticate that the email in

fact came from a device belonging to the perpetrator. But the issue, as Garg (2021) describes,

is that a perpetrator, while based out of India, may be logged into ‘yahoo.co.uk’, making

information sharing between police and intermediaries more challenging.

In reality, there may be gaps in police knowledge regarding the official letters to be sent and

procedures to be followed for accessing information from intermediaries, including those

domiciled overseas. But besides this, certain intermediaries delay responding to or

cooperating with the police; typically, they do not want to get involved with the police and

hence eliciting information is a challenge (expert interviews, 2022). The lack of an

information-sharing model was also highlighted as an impeding factor in cyber

investigations by an official from the DSCI (Saikia, 2016). Where intermediaries are

domiciled overseas, the challenge gets compounded under the time-consuming Mutual Legal

Assistance Treaties (MLAT) process (Corbet and Stafford, 2020; Sinha et al, n.d.). The

response from overseas intermediaries, as we saw in the Sulli Deals case (Box 1) was pending

for at least six months. The fallout is in terms of further recidivism and victimisation (as in

the Bulli Bai case), in the absence of timely apprehension of offenders.

The focus, therefore, must be on bridging the technical and procedural knowledge gaps

among police personnel and building mechanisms for information exchange between

intermediaries and police, while continuing to build forensic capacity in India.

3.2 Intermediary Response

Perpetrators of TF-GBV often spread harmful content through internet and mobile

technologies with impunity (Ajaykumar, 2022). While the perpetrators must be held

responsible for their behaviour and actions, intermediaries such as social media companies,

online platforms and even telecom and internet service providers are not passive conduits

(Sinha, 2020). In Ajit Mohan v. Legislative Assembly of Delhi
27

, the Supreme Court of India

recognised that platforms such as Facebook actively contribute towards shaping public

opinion, and that it is difficult to accept the role of these social media companies as mere

platforms.

The COVID-19 pandemic saw the rise of TF-GBV in India, particularly cases of gendertrolling

and sexual harassment (Quilt.AI and ICRW, 2021). However, this trend of increasing

violence perpetrated online against women, has not been accompanied with proportional

response from intermediaries towards weeding out the problem and supporting survivors in

27
Writ Petition (C ) No. 1088 of 2020. Ajit Mohan & Others v. Legislative Assembly National Capital

Territory of Delhi & Others
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accessing justice (Bendix A, 2019, Swearingen J, 2017). Though social media platforms,

particularly SSMIs, have options available to flag and report harmful content (as defined by

their internal policies) (expert interview, 2022), often the response received by complainants

is that the content in question does not violate community standards (Munusamy K, 2018,

Sarkar, S and Klose H, 2022). When Supreme Court Advocate and activist Kiruba Munusamy

received vulgar comments, and racist and casteist slurs, her attempts to access justice

through both intermediaries and law enforcement institutions were in vain. Despite being in

violation of the community guidelines of the intermediaries, these hateful comments and

messages remained online (Munusamy K, 2016). Munusamy’s experience is just one

instance. Intermediaries have consistently failed to systemically and proactively support

survivors in their justice-seeking endeavours, from poor content moderation and

enforcement of their policies to ineffective grievance redressal and appeal mechanisms.

3.2.1 Grievance Redressal Mechanism

As a first port of justice for aggrieved users, intermediaries fall short of providing the

appropriate avenues and tools to seek redress (expert interview, 2022). The unsatisfactory

nature of existing grievance redressal mechanisms (GRM) is also highlighted by the Ministry

of Electronics and Information Technology (MeitY), Government of India (GoI) in the

recently notified amendments to the Information Technology (Intermediary Guidelines and

Digital Media Ethics Code) Rules (ITR) (Gaur et al., 2022).

The ITR mandates intermediaries to implement a GRM (Rule 4(6)) that allows for

complainants to be able to register and track their grievances. The intermediary is also

expected to appoint a Resident Grievance Officer (RGO) and “prominently” publish their

name and contact details, along with the details of the GRM. However, for SSMIs like Twitter

and Meta, this information is not published in a prominent and visible manner, but rather

placed inconspicuously among several other long-winded policies, and is available only in

English. WhatsApp, for instance, has this information available in its ‘Help Centre’, under its

frequently asked questions section (Figure 8). The other SSMIs that we examined similarly

did not provide accessible information on GRM and policies that showed the entire life cycle

of a grievance were not publicly available.

Figure 8: Information about RGO available on WhatsApp’s website
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Additionally, in multiple case studies, women have reported either a total lack of response, or

an automated response from companies that did not detail the course, reasons or timeline

for action (Athar R, 2015).

The ITR requires SSMIs to publish details of complaints received, action taken on these

complaints, number of posts removed, accounts disabled along with reasons for

action/inaction, as part of their monthly compliance report (Rule 4(1)(d)). However, as

noted by platform accountability experts and our interviewees, current transparency reports

offer limited visibility and are in many ways, ironically, characterised by a relative lack of

transparency (ADL, 2020). Our examination of the transparency reports of Twitter,

Facebook, WhatsApp and Instagram exhibit the inadequacy in meeting these standards.

First, grievances include only the complaints sent to the RGO and not the total number of

reports or issues raised on the platform by users based out of India. Furthermore, the broad

categorisation of issues and lack of gender disaggregated data render these reports

inadequate for identifying and estimating the prevalence of TF-GBV. Transparency reports

also fail to disclose resolution of complaints and the process followed (expert interview,

2022). Between May 25, 2022 to June 25, 2022, Twitter received 536 grievances related to

abuse/harassment. However, the transparency report provides no further information on

what kind of actions were taken against the grievances received, other than the total number

of web addresses actioned against.

Table 7: Relevant data on grievances reported from Twitter India

Issues Raised Total Number of

Grievances

Total Number of URLs

Actioned Against

Abuse/Harassment 536 42

Defamation 2 6

Hateful Conduct 134 22
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Illegal Activities
28

0 0

Impersonation 13 0

Misinformation/Synthetic and

Manipulated Media

21 0

Promoting suicide or self-harm 0 0

Sensitive adult content 8 7

Privacy infringement 1 1

Source: Twitter’s monthly compliance report for the period of May 26, 2022 to June 25,

2022

Facebook and Instagram transparency reports are even more opaque and imprecise. For

instance, Facebook’s transparency report doesn’t specify what “appropriate tools” were used

to resolve a particular case (Table 15). For cases that weren’t acted upon, its reports cite

“specialised review”, without providing further details on the reasons for such action, or

whether information on the resolution of these instances will be made available in future.

Such lack of clear communication stymies transparency and accountability, and prevents

complainants from being able to appeal the decisions made by the intermediary (Munusamy

K, 2018).

India has over 530 million WhatsApp users, 44.8 million YouTube users, 410 million

Facebook users, 210 million Instagram users, and 17.5 million Twitter users (GoI, 2021). In

comparison to this, the number of grievances received and disclosed in the transparency

reports seems incongruous (Tables 7, 14-15). Currently, transparency reports do not share

country-level data on the number of complaints received by the platform. Given the high

prevalence of TF-GBV on these platforms (Kathuria C, 2018 and Das M, 2016), mandating

SSMIs to report only complaints received from the Indian Grievance Redressal Mechanism

(ITR, 2021) is insufficient in understanding the scale of the problem.

Moreover, the lack of public information on the internal complaint resolution process itself

makes it difficult to assess the effectiveness of these mechanisms. The ITR requires

intermediaries to acknowledge grievances within 24 hours, and dispose of them within 15

days. As per the recently notified amendments to the ITR, for content specified in Rule

3(1)(b)
29

, this period of resolution is expedited to 36 hours. However, our assessment

suggests that there is no accountability or audit mechanism to verify the enforcement and

compliance with these provisions. For example, we observe that there is no information on

how complaints are dealt with, the ratio of complaint handlers to the volume of complaints,

training received by staff on gender, sexuality, law and human rights the, time limits for the

review process, and clear policies on whether and under what circumstances complaints are

brought to law enforcement. Information on how platforms flag violative content as TF-GBV,

who makes these decisions and internal protocols, are unavailable in the public domain.

29
Rule 3(1)(b) lists content that intermediaries must not allow on their platforms, including content

that is “invasive of another’s privacy, including bodily privacy, insulting or harassing on the basis of

gender”.

28
This includes requests related to money laundering, gambling, hacking, doxing, or similar issues.
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Whether decision-makers are trained to deal with TF-GBV related material is also unclear

and not open knowledge.

The appeal mechanism is only available in cases when a respondent’s content or account has

been taken down, disabled or suspended. Similarly, complainants are not provided with a

course of action to contest the adequacy of the GRMs, neither voluntarily on the part of the

intermediary nor stipulated in the ITR. This lack of transparency and appeal mechanisms is

a significant obstacle in challenging the decisions of intermediaries. Although recent

amendments to the ITR mandate setting up of a Grievance Appellate Committee(s), to serve

as an oversight and alternative mechanism, it remains to be seen how they will be

implemented and enforced (Gaur et al., 2022).

3.2.2 Content moderation

The ITA
30

mandates intermediaries to remove unlawful content on their platforms upon

having actual knowledge of it. By extension, the ITR prescribes obligations on intermediaries

to proactively monitor and moderate content. It expects them to remove or block access

immediately to content that exposes private areas or that depicts sexual conduct or nudity

(including artificially morphed images), irrespective of a court order or government notice,

and employ technological interventions that can identify and flag harmful content at scale,

with adequate human oversight. It also notes that non-observance will result in

intermediaries being liable for the content that has been hosted, published or shared on their

platform.
31

However, there are examples with regard to enforcement failures on these fronts.

A compilation by Media Matters from the last year (May 1, 2021, through April 30, 2022)

found over 13,500 violations
32

of Meta’s policies on Facebook and Instagram, with much of

the violative content still active or inappropriately labelled (Gogarty, 2022). Intermediary

policies and community guidelines appear futile with women being repeatedly denied the

removal of content or suspension of the abuser account as it does not violate their policy

(Kathuria, 2018). Our review of SSMIs, telecom service providers (TSP) and internet service

providers (ISP) terms of service, policies and guidelines with respect to provisions relating to

TF-GBV, along with expert interviews, highlight some of the reasons for these breakdowns.

Based on due diligence requirements as per the ITR
33

, intermediaries are able to define the

types of permissible behaviours, particularly speech, on their platforms (expert interview,

2022). What is most stark is the ambiguous terminology and the subjective nature of

intermediaries’ responses to violations. For instance, usage of words such as “immoral”,

“malicious”, or “unacceptable” to define violative behaviours (Annexure 3), and designing

33
Part 2 of the ITR

32
Due to the global nature of platforms, bad actors often mask their country locations and violations

of policies can transcend borders. For these reasons, Meta claims that country-level estimates are “less

reliable”. Since Meta’s enforcement systems are global, we use these indicators to understand the scale

of failure at an organisational level.

31
Section 79 ITA gives the government power to make guidelines on the extent of the immunity

granted. Section 87 of the ITA gives the government the power to make rules to implement the

‘guidelines’ outlined in Section 79. In comparison to the previous 2011 version, the 2021 Rules have

expanded the categories of content that users are not allowed to upload or share, and have prescribed

stricter timelines, for example, requiring the intermediary to remove access to violative content within

36 hours of receiving a court order/government notice or providing information to government

agencies within 72 hours of receiving a notice.

30
Section 79(3)(b).
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safeguards within the policies to justify inaction, gives wide leeway to intermediaries. On

occasion, intermediaries have claimed that the reported case is outside the purview of their

policies or not a violation (Bytes for All, 2014). Upon receipt of a complaint or report against

a user, a standard course of action by TSPs and ISPs is to terminate, suspend or disconnect

the service as a retributive measure (Annexure 3). TSPs and ISPs also have the authority

vis-a-vis their policies and the law to immediately stop interactions between the abuser and

the survivors. However, what the company considers to be “reasonable cause” for

termination of service, leaves room for subjectivity. Moreover, terms like “in its sole

discretion” grants them a degree of arbitrary and excessive authority for censorship (expert

interview, 2022). Another challenge is that the Supreme Court, in Shreya Singhal v. Union

of India (2015), restricted the meaning of having ‘actual knowledge’ of unlawful content to

the receipt of a judicial order or a government notice as opposed to a notice from a platform

user creating its own set of perverse incentives.

As a corollary, the failure on the part of intermediaries to “expeditiously remove or disable

access” to such unlawful content negates the immunity offered to them under the safe

harbour provision Section 79(1).
34

To illustrate, Section 79(1) of the ITA provides a safe

harbour provision for all intermediaries to be immune from prosecution or exempt from civil

liability if they either abide by Section 79(2) i.e. to meet three criteria
35

which depicts they

have limited involvement in the content and its dissemination; or if they observe due

diligence. However, given there are no legal definitions, explanation or jurisprudence on

what due diligence constitutes, intermediaries are often granted immunity as long as they

can prove they have undertaken some proactive measures (ITA, 2000). Research suggests

that till date there has been no case whereby an intermediary has failed to avail of this

immunity as a result of not following the ITR. Moreover, TSPs and ISPs are outside the

purview of observing strict provisions laid down for SSMIs. This gap in regulation is

concerning since it allows for phone-based harassment to go unchecked, which is a highly

prevalent form of TF-GBV in India (Point of View, 2019).

Lastly, these policies, often hidden behind an endless series of forward and backward links,

make no mention of the pipeline for decision making or how reasons for why a particular

decision was taken may become known to the complainant (expert interview, 2022). The lack

of transparency and accountability of how a company makes these decisions regarding

content acceptability and account suspension takes away from the credibility of due process

(Athar R, 2015). In the absence of oversight and audit mechanisms, there is no measure to

scrutinise how a company investigates or makes decisions to enforce the provisions against

TF-GBV provided under the ITA and ITR.

35
The three criteria are that the intermediary must not (i) initiate the transmission; (ii) select the

receiver of the transmission, and (iii) select or modify the information contained in the transmission.

34
Section 79(3)(b) of ITA
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Section 4: Recommendations for Institutional

Response

As TF-GBV outpaces current response mechanisms, there are certain steps that institutions,

both public and private, can take in the short to medium term to help tackle rising cases.

Capacity building for law enforcement and strengthening transparency and accountability on

the part of intermediaries are particularly important. Moreover, creating forums for dialogue

and collaboration between these institutions will help prevent siloisation and promote

effectiveness from a response and survivor-support perspective.

4.1 Law enforcement

As discussed in Section 3.1, law enforcement officials find it challenging to apprehend cyber

perpetrators due to the complexities of cyberspace, including its borderless nature and

opportunities to mask identities. At the same time, new technologies can help uncover digital

evidence trails for investigation purposes. Strengthening law enforcement capabilities to

harness these technologies through both in-house capacity building and lateral entry of

technical talent is important. Linked to this is the need for law enforcement officers to build

a collaborative relationship with platform intermediaries and awareness of the procedural

requirements and remit of such collaborations. This will help them access information from

platforms for better investigative outcomes. Finally, but more fundamentally, law

enforcement must mainstream a culture of gender-sensitive community policing in order to

inspire trust and access to justice. These combined efforts will help towards greater certainty

of apprehension and consequently deterrence for better prevention of TF-GBV. We

summarise these key recommendations briefly below.

4.1.1 Gender-sensitive policing and training

Section 3.1.1 discussed survivors’ hesitations in reporting TF-GBV to the police, including

their experiences of victim or survivor blaming, police unresponsiveness and inadequate

cyber legal awareness. To encourage reporting, the police must adopt and mainstream

gender-sensitive policing initiatives to improve women’s trust in police. For instance, Kerala

Police’s Pink Police project includes an initiative, ‘Pink Digital Drive’ (Kerala Police, n.d.),

that focuses on online harassment of women on digital platforms, phones and social media.

Under this initiative, Kerala Police’s cyber cells prioritise resources for conducting a “special

digital patrolling drive to identify websites/groups/pages responsible for digital harassment

of women” and to register stringent cases against cyber stalkers and harassers. Similarly,

their initiative ‘Aparajitha is online’ (Kerala Police, n.d.) is a dedicated mechanism (email) at

their women’s cell to receive TF-GBV complaints. The Superintendent of Police, Women Cell,

redirects the complaints received on this portal to trained women constables at police

stations who, with the help of the cyber cell, identify the offenders. Care is taken to inform

the complainant about the legal action being taken and to be tactful, cyber savvy and

empathetic while conducting their duties. Similarly, Punjab and Delhi Police have dedicated

awareness initiatives for online safety of women. Further, research indicates that setting up

women’s help desks in local police stations in Madhya Pradesh increased the propensity to

register GBV cases by 25% (Sukhtankar et al., 2022). Our interview with a police practitioner

from Madhya Pradesh not only brought this initiative to the fore, but also highlighted similar

efforts for setting up cyber desks in local stations. Having an expert point-of-contact or a
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dedicated help desk for the intersection of GBV and cyber crimes would be a welcome

initiative, as discussed in the next point.

Besides these initiatives, prioritising training on gender sensitisation and cyber legal

awareness is critical. This is particularly so given the multiple provisions in TF-GBV cases

and the vague language in some of these provisions that the police need to contend with. For

example, non-consensual circulation of intimate images is often booked under Section 292 of

IPC, Section 67 of ITA and Section 4 of IRWA. Section 292 of IPC criminalises content that is

“lascivious or appeals to the prurient interest”; Section 4 of IRWA criminalises material that

depicts the “indecent” representation of women and Section 67A of ITA criminalises material

that is deemed “sexually explicit”. Whether content is obscene, indecent, lasciviousness or

sexually explicit is completely subjective, and when combined with unconscious biases held

by law enforcement, there is scope for misuse. Law enforcement must therefore be trained in

identifying unconscious gender biases they may hold, and interpreting laws from a

survivor-centric lens.

4.1.2 Technical capacity: training and partnerships

Section 3.1.2 outlined the technical and procedural knowledge gaps and common challenges

experienced by the police while investigating TF-GBV. To begin with, a strategic

understanding of network architecture, internet communication protocols, and digital

devices that could be used in TF-GBV cases, and principles of crime scene management,

including where to look for and whom to approach for digital evidence, must be built across

all police ranks. Further, the police must also be sensitised on data privacy regulations so

they collect only as much evidence as is required for the purposes of investigation. Making

modules on these aspects a mainstream component of police training at the stage of

recruitment and in-service was not only recommended by our experts, but was also

recommended during an intensive and comprehensive parliamentary discussion in Australia

on the realities of tackling cyber crime (Parliament of Australia, n.d.).

In India, the Union Government is allocating resources towards plugging these knowledge

gaps and building capacity. As part of the Cyber Crime Prevention against Women and

Children (CCPWC) scheme, the MHA has released close to INR 1 billion to states for setting

up cyber forensic-cum training laboratories (Ministry of Home Affairs, n.d.). Based on this

support, states like Maharashtra have already rolled out the National Digital Crime Resource

and Training Centre for training small cohorts of 25 personnel, who will then go on to train

their colleagues (The Indian Express, 2022). Separately, open online portals like CyTrain

developed under the Indian Cyber Crime Coordination Centre host certification courses for

police and judicial officers. Besides national initiatives, our analysis of training programmes

in five states, Delhi, Karnataka, Uttar Pradesh, Madhya Pradesh and Kerala, indicate

capacity building efforts on topics relevant to cyber crime awareness, investigation and

gender sensitisation (Table 9).

These training efforts are principally in the right direction but there is a need for evaluating

training against intended outcomes and monitoring rapidly evolving training needs. For

example, the quality and effectiveness of the training may be measured along various metrics

including learning outcomes, number of personnel trained, and institutional- and

citizen-level outcomes. Such critical information, if at all collected, is dispersed, limiting any

systematic analysis. For instance, through CyTrain more than 6,000 certifications have been
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issued (National Cybercrime Training Centre, 2022) and in Maharashtra, close to 6,000

constables have been trained (The Indian Express, 2022) as per media reports. But there is

no official repository of this information. As the nodal agency on learning and development,

the Bureau of Police Research and Development (BPR&D) should publish a tracker towards

this end.

While building technical capabilities through training is a long-term and sustainable

investment, forging public-private collaborations is equally important to combat complex

TF-GBV, where perpetrators use anonymity preserving techniques. The CCPWC scheme

includes a budget for every state to hire a junior cyber forensic consultant for lateral infusion

of technical talent (Ministry of Home Affairs, n.d.). Several organisations including eProtect

Foundation
36

and Foundation Futuristic Technologies
37

are providing support to law

enforcement with retrieving deleted information from hard drives, providing technical

support for preserving evidential integrity and extracting information from mobile devices.

Similarly, Kerala Police’s Cyberdome initiative (Kerala Police, n.d.) is a noteworthy example

of institutionalised public-private partnerships. Cyberdome includes a team of technical

experts and ethical hackers who assist the police in investigations.

Parliamentary discussions in Australia (Parliament of Australia, n.d.) also highlight the merit

of public-private collaborations for tackling cyber crimes. Two interesting models that

should be explored in the Indian TF-GBV context include:

○ ‘Single point of contact’ (SPOC) model: First adopted in the United Kingdom, it involves

having a designated expert sit within each constabulary
38

. The expert is trained in aspects

including interrogation and analysing digital evidence, and can serve as a resource on tap

for personnel to ask questions. Several jurisdictions, including the US, have a version of

this in cases of financial cybercrimes, where the expert has composite knowledge of both

IT and finance. Similarly, we recommend an in-house expert on gender and cyber crime

to be present to address the unique aspects of TF-GBV. In practice, this could be similar

to the women’s help desk initiative in Madhya Pradesh.

○ Centres of excellence: This model involves the pooling of resources to coordinate access

to expertise across jurisdictions. These centres could be staffed with non-government

partners with cyber security capabilities, including academic centres of excellence and

research centres. In Australia, the arrangement under consideration is a “single

commonwealth-led cooperative entity that constitutes a ‘critical mass of expertise’” to

address gaps in the “under-resourced cybercrime capabilities spread around the

country”. As some of our experts observed, specialised resources are prioritised for

financial crimes and child sexual abuse, leaving TF-GBV cases on the back-burner. A

centre such as this would streamline and optimise access to expertise based on risks and

harms, including those of TF-GBV that are typically discounted.

4.1.3 Multi stakeholder working group/task force

Section 3.1.2 also highlighted the absence of information-sharing mechanisms between

platforms and police, and the lack of a shared dialogue on TF-GBV. Currently, there is no

platform available for intermediaries, law enforcement and civil society organisations

38
A constabulary in this case means certain territorial or special police forces.

37
https://www.forensicsguru.com/about.php

36
https://www.eprotectfoundation.org/
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dealing with survivors, to communicate about challenges and solutions for rising TF-GBV

cases (expert interviews, 2022), while similar mechanisms exist for cyber security and cyber

frauds in India (I4C, Ministry of Home Affairs, n.d.), Australia (National Cybercrime

Working Group, Australian Government, 2013) and the United States (Cyber Fraud Task

Force, FBI, n.d.). The US also has a coordinating platform for child sexual abuse cases

(National Centre for Missing and Exploited Children (NCMEC, n.d). NCMEC serves as a

clearing house of all cases pertaining to child sexual exploitation, receiving reports from a

national online portal as well as intermediaries. NCMEC then tags and escalates cases to law

enforcement authorities for further investigation.

In India, organisations such as the National Commission for Women (NCW) could consider

expanding their mandate to anchor such a working group or task force, with the

responsibilities of:

● Facilitating dialogue between intermediaries and law enforcement on emerging trends,

challenges and solutions for addressing TF-GBV. For instance, increasing phone-based

harassment points to the need for strengthening Know Your Customers (KYC) oversight

measures and sim-cards allocation processes. Such issues, which are relatively unique to

the Indian context, can be discussed in the working group.

● Examining how legal practitioners and courts can give credence to digital evidence as

other forms of evidence

● Monitoring progress on law enforcement’s technical and non-technical capacity building

in collaboration with BPR&D

● Encouraging independent safety audits and citizen-level victimisation surveys

● Ensuring transparency and granularity in official data published by the NCRB and

individual state police organisations. This includes gender disaggregated cyber crime

rates and details of police and court disposal of cyber crime cases against women.

● Monitoring the effectiveness of law in terms of evolving TF-GBV cases and their harms

An integrated institutional approach to tackling TF-GBV is pertinent given the scale of the

issue: “the scope, scale and structure of the internet outstrops the capacity of any single

enforcement of a regulatory body” (Jewkes and Yar, 2008). Addressing TF-GBV requires

both state and non-state institutions to participate, since neither police nor industry can

fight cybercrime alone (Legal manual for combating cybercrime, 2003). The police often

have inadequate capabilities or resources to monitor threats to online safety (Box 1). Further,

they are dependent on telecom and internet service providers and platforms for information

needed for crime investigations (Vogel, 2007). Intermediaries, on the other side, need to

cooperate with the police to deter criminals and keep their platforms safe spaces.

The integrated institutional discourse is also reflected in the United Nations Guiding

Principles (UNGPs) on Business and Human Rights, which outlines the responsibilities of

states and businesses (Suzor et al, 2019). Similar efforts have been made by the UN Internet

Governance Forum’s Dynamic Coalition for Platform Responsibility, the Ranking Digital

Rights project, and the Terms of Service and Human Rights project (Venturini et al., 2016).

These initiatives indicate the merit of exploring a collaborative approach to digital

governance, but most of the work relates to governing freedom of expression and privacy

rights, as compared to TF-GBV (Suzor et al, 2019).
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4.2 Intermediaries

In this section, we recommend some short- to medium-term measures that intermediaries

can employ to improve redressal and prevention of TF-GBV on their platforms. One of the

ways this can be brought about is by strengthening internal enforcement mechanisms and

designing better evidence-based policies, accompanied with greater transparency and active

data collection around TF-GBV.

4.2.1 Establishing ‘reporting centres’

In our interviews with various stakeholders, a common barrier for women in accessing

justice was their lack of awareness and understanding of existing systems available to them.

Sharing information in a clear and accessible manner, can help improve legal literacy among

users. This can further empower them to report instances of TF-GBV and seek redress.

Currently, the plethora of information on intermediaries’ policies and guidelines is not easily

accessible and searching for relevant information within them is an onerous task. One of the

civil society stakeholders that we interviewed highlighted that purely creating documents,

and putting it in the public domain is not sufficient. As part of their stance to proactively

make digital spaces safer, intermediaries must bear the responsibility to educate users and

raise awareness about reporting tools and grievance redressal mechanisms available. One

way to do this is to make user education and awareness part of the onboarding process.

While this is much easier to implement in case of SSMIs compared to other communication

intermediaries, solutions like these are worth considering and piloting.

Aligned with the ITR’s mandate, intermediaries can also set up a centralised portal or

‘Reporting Centre’ that is noticeably visible on the company’s websites or on the company’s

most visited interface, such as the homepage. These Reporting Centres can have the

following information available:

● A how-to guide on reporting instances of TF-GBV along with estimated timelines for

processing of requests;

● Links to other resources such as police and other helplines, civil society organisations

and interventions, women’s shelters, legal services, counselling, etc. which can guide

individuals in seeking help and support;

● A step-by-step guide on how a complainant can approach LEAs and a list of documents

or relevant information they will need to register a complaint with the police; and

● A list of laws and relevant provisions that can directly impact the user in being able to

better exercise their rights.

4.2.2 Independent audit of existing mechanisms

Currently, there is limited information available on audits that are carried out to assess the

effectiveness of internal processes of SSMIs, particularly in relation to TF-GBV. Those that

are conducted are largely on the terms of the intermediary itself (Report Of The Facebook

Data Transparency Advisory Group April 2019). To improve accountability, SSMIs must

undergo regular, independent audits for evaluating the effectiveness of their initiatives and

policies in addressing TF-GBV. Through these independent audits, intermediaries can be

mandated or incentivised to divulge more information about their operations. This

information can include how content is amplified, restricted or taken down, vis-a-vis,
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technological approach, policies and governance, and capacity of staff members.

Additionally, independent audits reports can supplement the information available in the

transparency reports by shedding light on the kind of content taken down, users suspended

or banned, and user appeals. This will bring more visibility into the effectiveness of grievance

redressal processes. Evaluation metrics can also be developed in collaboration with civil

society members, academics, etc. to make them holistic and relevant. For example, these may

include enforcement of company policies and processes, algorithms that help circulate and

amplify content, and technological tools to detect and categorise content as harmful or

violating the code of conduct. Publishing such insights may also help improve scrutiny and

encourage collaboration for innovation. This can help create industry level accountability,

and help set a roadmap for changes to be made in order to create a safer digital environment

for everyone.

4.2.3 Setting industry-level standards and regulations

Certain minimum industry-wide benchmarks can help better enforcement of intermediary

policies so that they act in public interest and protect users. For example, the World

Economic Forum (WEF) has developed a multi-stakeholder platform called the ‘Global

Coalition for Digital Safety’ (GCDS) for public-private collaboration across jurisdictions to

“develop innovations and advance collaborations that tackle harmful content and conduct

online”. The GCDS hopes to establish frameworks that can help build a taxonomy of risks

and harms and a set of safety standards agreed upon by corporations and governments.

In the backdrop of poor enforcement of legal obligations and intermediaries’ voluntary

commitments to creating a safe digital experience for users, this need for industry-wide

oversight or regulation cannot be overstated. Governments around the world have resorted

to far more rigorous approaches
39

to regulating corporations, by prioritising public safety of

consumers over profitability and business interests of companies. Economies like Australia

(Online Safety Act, 2021), the European Union (EU Digital Act) and Germany (Network

Enforcement Act, 2017) have adopted or have legislations pending that throw an array of

regulatory measures onto digital companies towards prevention of digital harms. While

analysing each of these regulatory measures is beyond the scope of this paper, these

regulatory legislations can be referred to in terms of developing oversight mechanisms for

regulating intermediaries in India. Here too organisations such as the NCW and the National

Commission for Minorities may play a part by expanding the scope of their existing

complaints mechanism to help set industry-wide standards and policies for tackling TF-GBV

in particular.

39
Digital Services Act (DSA)
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Conclusion

TF-GBV is a growing issue that needs urgent attention. Its impacts and harms go far beyond

the innocuous ways in which it can be perpetrated. Foremost, it is critical to develop a

common language and understanding of its incidence and measure prevalence in order to be

able to quantify the scale of the issue. Towards this, our paper attempts to measure

victimisation through an illustrative survey and brings together diverse taxonomies to help

identify different forms of TF-GBV. Our paper also offers a critical review of existing

preventive and response mechanisms, at an institutional level (both private and public).

Based on this, we offer actionable solutions to this growing problem in terms of capacity

building, fostering transparency and accountability and building platforms for multi

stakeholder dialogue and collaboration. The intersection of religion with gender-based hate

crimes, the targetting of women online in sexually debasing ways, the breakdown in response

from public and private institutions, the technical challenges faced by the police in

apprehending perpetrators online due to the anonymity proffered by the internet, and their

dependency on platforms for timely cooperation in investigation, are just some of the issues

that merit further attention in the Indian context, and we touch upon a few through this

paper.

50



Annexures

Annexure 1: Incidence study survey inputs

Table 8: Crime Rate and Digital Penetration

State
Crime Rate

(Per lakh women)

Mobile Phone

Ownership &

Usage

(%)

Internet usage

ability

(%)

Source
Crime in India

2021
NFHS-5

NSS-75

Andaman & Nicobar

Islands 1.587 54 NA

Andhra Pradesh 1.785 48.9 10.6

Arunachal Pradesh 2.148 76.4 NA

Assam 5.029 57.2 7

Bihar 0.095 51.4 5

Chandigarh 2.166 70 NA

Chhattisgarh 1.320 40.7 7.2

Dadra & Nagar Haveli 1.633 60.5 NA

Delhi NCT 1.571 73.8 37.2

Goa 1.940 91.2 NA

Gujarat 1.052 48.8 17

Haryana 1.919 50.4 19

Himachal Pradesh 1.070 79.5 20.6

Jammu and Kashmir 0.611 75.2 9

Jharkhand 0.373 49 5.4

Karnataka 6.811 61.8 15.3

Kerala 1.914 86.6 38

Ladakh 0.000 81.2 NA

Lakshadweep 0.000 84 NA

Madhya Pradesh 0.728 38.5 6.8

Maharashtra 2.841 54.8 19

Manipur 2.476 72.2 NA

Meghalaya 1.280 67.5 NA

Mizoram 2.159 82.3 NA

Nagaland 0.094 82.5 NA

Odisha 2.529 50.1 6

Puducherry 0.000 82.9 NA

Punjab 1.243 61.2 22.5
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Rajasthan 0.771 50.2 9.5

Sikkim 0.000 88.6 NA

Tamil Nadu 0.649 74.6 22.8

Telangana 4.710 60 15.4

Tripura 0.050 53.1 NA

Uttar Pradesh 0.866 46.5 6.5

Uttarakhand 3.291 60.9 20.1

West Bengal 0.418 50.1 10.2

Table 9: Initiatives taken my state police organisations

Awareness Reporting and access to justice
TF-GBV

specific

Capacity

Building

State

Awareness

Initiatives

*

Video

Instructi

on

Functioning

Cyber

Portal

Helpline

Number

Helpdesk

*

Reporting

instruction

s

Helpline or

awareness

initiatives

Training

for

cyber

crime

Arunachal

Pradesh

Assam

Bihar

Chattisgarh

Delhi

Gujarat

Haryana

Himachal

Pradesh

Jammu and

Kashmir

Jharkhand

Karnataka

Kerala

Madhya Pradesh

Maharashtra

Manipur

Meghalaya

Mizoram

Nagaland

Odisha

Punjab

Rajasthan

Sikkim

Tripura

Uttar Pradesh

Uttarakhand

West Bengal
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*includes

print guides

*includes

cyber help

desk, cyber

police

stations and

cyber cells

Legend:

No initiatives

Some initiatives

Information

unavailable

Source: Authors’ analysis based on secondary research

Annexure 2: Law enforcement analysis tables

Table 10: Provisions to be considered by law enforcement

Category of

TF-GBV

Applicable legal provisions Total number of

provisions for law

enforcement to coverIndian Penal

Code 1860

Information

Technology Act

2000

Indecent

Representation of

Women

(Prohibition) Act

Cyber

bullying

S.354A

S.354D

S.506

S.507

S.509

S.500

S.305

S.306

S.292

S.293

S.294

S.66E

S.67

S.67A

S.72

S.4 16

Cyber teasing S.294

S.354A

S.506

S.507

S.509

S.66E

S.67

S.67A

S.4 9

Doxxing S.506

S.507

S.509

S.354A

S.354C

S.354D

S.292

S.499

S.426

S.66C

S.66E

S.66

S.72

S.72A

S.4 17
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S.429

S.473

Trolling S.354A

S.354C

S.354D

S.500

S.504

S.505

S.506

S.507

S.509

S.153A

S.153B

S.295A

S.292

S.120B

S.66E

S.67

S.67A

S.4 18

Revenge porn S.354A

S.354C

S.354D

S.292

S.294

S.506

S.507

S.509

S.66E

S.67

S.67A

S.67B

S.4 13

Stalking S.354A

S.354D

S.503

S.504

S.506

S.509

S.500

S.67

S.67A

S.72

S.72A

S.4 12

Defamation S.499

S.500

S.292

S.294

S.506

S.509

S.67

S.67A

S.72

S.4 10

Source: Authors’ analysis on “Legal Provisions Related to Cyber Crime” from Investigative

Workflow Manual on Cyber Harassment Cases (National Cyber Crime Research and

Innovation Centre, 2021)

Annexure 3: Intermediary analysis methodology and tables

We began with an initial reading of the policies of SSMIs, TSPs and ISPs. For ISPs and TSPs

we selected BSNL, Airtel, Vodafone-Idea and Jio because of their high user base in India

(Telecom Regulatory Authority of India, 2022). For SSMIs, we looked at the policies of

Twitter and Facebook, WhatsApp and Instagram, all part of the Meta ecosystem, given their
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large user base in India (Section 3.2.1). We examined the following policy documents of

intermediaries:

1. Bharat Sanchar Nigam Limited’s Terms and Conditions for getting a new Mobile

Connection
40

and a new Broadband Connection
41

2. Airtel India’s Terms and Conditions for getting a new Mobile Connection
42

and a new

Broadband Connection
43

3. Vodafone-Idea (vi) India’s Terms and Conditions for getting a new Mobile Connection
44

and a new Broadband Connection
45

4. Reliance Jio Infocomm. Ltd.’s Privacy Policy
46

and Terms and Conditions
47

5. Twitter’s Rules and Policies
48

6. Facebook’s Community Standards
49

Thereafter, we identified clauses within these policies that are relevant to address TF-GBV.

We used the following sources as a basis for this analysis. First, based on our analysis of the

legal framework (Table 10) we used provisions within legislations, such as Section 66E of the

ITA dealing with violation of an individual’s privacy, Section 66C relating to identity theft,

Section 67 on publication or transmission of sexually explicit material and Part 2 of the ITR

prescribing due diligence that intermediaries are expected to follow, along with compiled

conceptual definitions of TF-GBV (Table 2). We also identified other clauses (based on the

categories listed in Tables 12 and 13) that weren’t necessary to observe in accordance with

legal requirements, but were deemed capable of being used based on the content and

language as they described behaviours and tactics often used for perpetrating TF-GBV

and/or had similarities to the language used in legal provisions relevant to TF-GBV. For

instance, BSNL’s policy on terminating a user’s connection if they behave in a way deemed

unacceptable as per the policy, does not map to any of the legal provisions to address

TF-GBV but is a provision that can be applied by BSNL to end the service of a user if they are

found to be in violation of any of the terms and conditions.

TSP and ISP analysis

Upon identification, we classified these provisions into the following categories to conduct

our analysis:

1. Code of Conduct for users or subscribers of TSPs and/or ISPs in accordance with Section

3(1), ITR; and

2. User behaviour and actions prohibited when using the service of TSPs and/or ISPs, and

the possible action that the TSP or ISP would take upon violation of their terms of

service.

49
https://transparency.fb.com/en-gb/policies/community-standards/

48
https://help.twitter.com/en/rules-and-policies

47
https://www.jio.com/en-in/terms-conditions

46
https://www.jio.com/en-in/privacy-policy

45
https://youbroadband.in/disclaimer.php

44
https://www.myvi.in/terms-of-use

43
https://www.airtel.in/broadband-tnc

42
https://www.airtel.in/mobile/terms-conditions

41
https://www.bsnl.co.in/opencms/export/sites/default/BSNL/about_us/forms/pdf/PPBB_CAF.pdf

40
https://www.bsnl.co.in/opencms/export/sites/default/BSNL/about_us/forms/pdf/terms_cell.PDF

55

https://transparency.fb.com/en-gb/policies/community-standards/
https://help.twitter.com/en/rules-and-policies
https://www.jio.com/en-in/terms-conditions
https://www.jio.com/en-in/privacy-policy
https://youbroadband.in/disclaimer.php
https://www.myvi.in/terms-of-use
https://www.airtel.in/broadband-tnc
https://www.airtel.in/mobile/terms-conditions
https://www.bsnl.co.in/opencms/export/sites/default/BSNL/about_us/forms/pdf/PPBB_CAF.pdf
https://www.bsnl.co.in/opencms/export/sites/default/BSNL/about_us/forms/pdf/terms_cell.PDF


Table 11: Analysis of code of conduct prescribed by the the terms and conditions

(TnC) of TSPs, relevant to address TF-GBV

TSP/ISP Code of Conduct for Users or Subscribers

BSNL ● Desist from sending unsolicited messaging

● Ensure that objectionable or obscene messages or communications, which are

inconsistent with the established laws of the country, are not created, accessed,

transmitted or retransmitted by him or any other person using his password.

● Desist from putting unsolicited messaging on servers hosted by BSNL.

● Ensure that objectionable or obscene messages or communications, which are

inconsistent with the established laws of India, are not made, created, downloaded,

modified, transmitted or retransmitted by him/her or any other person on the web

server or web space of the subscriber.

BSNL

Sancharnet

● Shall not post or transmit using Sancharnet services any material which violates or

infringes in any way upon the rights of others, which is unlawful, threatening, abusive,

defamatory, invasive of privacy or publicity rights, vulgar, obscene, profane or

otherwise objectionable, which encourages conduct that would constitute a criminal

offence, give right to civil liability or otherwise violate any law, or which, without the

BSNL's express prior approval, contains advertising or any solicitation with respect to

products or services.

● Subscriber does not post or transmit any unlawful, threatening, abusive, libelous,

defamatory, obscene, vulgar, pornographic, profane or indecent information of any

kind, including without limitation any transmissions constituting or encouraging

conduct that would constitute a criminal offence, give rise to civil liability or otherwise

violate any local, state, national or international law; post or transmit any information,

software or any other material which violates or infringes upon the rights of others,

including material which is an invasion of privacy or publicity rights

Airtel ● Shall not use the Services in any manner and or transmit anything which violates any

Compliance Requirements or is likely or violate any Compliance Requirements or

prejudices social or national interest

● Customer shall not use the Services for any unlawful, immoral or abusive purposes in

violation or derogation of any law/rule or regulation or statutory directive or order for

the time being in force or against any public policy or for sending/receiving obscene,

threatening, harassing messages/communications

● Customer undertakes and agrees to take the required measures to ensure that any

spam or malicious traffic is not generated from the Customer end.

Vodafone-I

dea

As prescribed by Rule 3(1)(b) of the ITR

Jio Website ● Use is in compliance with all the applicable laws including but not limited to

Information Technology Act, 2000 and the Rules made thereunder.

● Must not post/transmit or enable another person to post/transmit any information or

material or otherwise use the Website for any activity which breaches any laws or

regulations, infringes a third party’s rights or privacy or is contrary to any applicable

laws.

● Must not transmit or enable another person to transmit any virus or other information

or material or otherwise use the Website in a way which:

○ defames, harasses, threatens, menaces or offends any person; or

○ contains obscene, indecent, inflammatory or pornographic material or material

that could give rise to civil or criminal proceedings.

● Warrant that neither the content is defamatory nor it will breach any law.
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Jio

Application

● Must not post/transmit or enable another person to post/transmit any information or

material or otherwise use the Application for any activity which breaches any laws or

regulations, infringes a third party’s rights or privacy or is contrary to any applicable

laws or rules.

● Must not transmit or enable another person to transmit any virus or other information

or material or otherwise use the Application in a way which:

○ Defames, harasses, threatens, menaces or offends any person; or

○ Contains obscene, indecent, inflammatory or pornographic material or material

that could give rise to civil or criminal proceedings.

● Shall not post, submit, transmit or otherwise make available any content which is

otherwise directly or indirectly infringing any third party intellectual property rights,

invading others privacy, contents which are defamatory, pornographic, obscene, or

otherwise contrary to public morals and violation of applicable laws.

Source: Author’s analysis based on secondary research

Table 12: Analysis of provisions in TnC of TSPs and ISPs which allow companies

to take immediate action, relevant to address TF-GBV

TSP/ISP User conduct warranting action Possible course of action

BSNL If the customer is intentionally or

unintentionally using the service in a

manner which would adversely impact

BSNL or BSNL’s Network

BSNL reserves the right to disconnect the

service.

BSNL If the subscriber’s conduct in the BSNL’s

sole discretion is considered to be

unacceptable

BSNL has the absolute right to immediately

terminate the subscriber’s contract.

BSNL In the event that a subscriber breaches the

terms and conditions

BSNL has the absolute right to immediately

terminate the subscriber’s contract.

BSNL Downloading, creating, storing or

transmitting unedited materials some of

which could be sexually explicit or could

be offensive to some people. Accessing

such material in any form or manner

could be illegal/unlawful.

BSNL Transmission, distribution or storage of

any material in violation of any applicable

law or regulation is prohibited. This

includes, without limitation, … material

that is obscene, defamatory, constitutes

an illegal threat, violates export control

laws or anti national.

BSNL Sending unsolicited mail messages … is

explicitly prohibited.

Airtel If Airtel has reason to believe that the SIM

card has been used in contravention of the

Airtel may suspend or terminate any

Services and deactivate any SIM card.
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terms mentioned in the TnC, or likely to

be used in contravention of the TnC

Airtel Any violation of applicable rules,

regulations, orders, directions,

notifications, conditions of license

Agreement, etc. issued by the

Government, DoT or Telecom Regulatory

Authority of India (“TRAI”), etc.

Airtel, without any liability whatsoever, is

entitled to refuse, limit, suspend, vary or

disconnect the services, at any time.

Airtel If Services are used in violation of any law,

rule/regulations; or for a purpose other

than declared by the Customer at the time

for subscription.

Airtel, without any liability whatsoever, is

entitled to refuse, limit, suspend, vary or

disconnect the services, at any time.

Airtel Any other reason, which is found to be

reasonable by Airtel

Airtel, without any liability whatsoever, is

entitled to refuse, limit, suspend, vary or

disconnect the services, at any time.

Airtel If at any time spam activity - unwanted or

malicious is observed from customer link

Airtel reserves the right to lock/suspend or

terminate the link immediately without any

notice

Vodafone-I

dea

Wrongful, malicious or fraudulent

representation by the Customer in respect

of the details required by the Company for

provision of services to the Customer.

The Company retains the right to withdraw

or terminate the Service without notice

Vodafone-I

dea

Use of the services by the Customer for, or

permission given explicitly or implicitly by

the Customer, or negligence by the

Customer leading to, illegal, malicious or

immoral purposes.

The Company retains the right to withdraw

or terminate the Service without notice

Vodafone-I

dea

Use of the service for … willful

transmission of viruses, malicious or

nuisance emailing or messaging, diffusion

of immoral or pornographic material, …

breach of law and/or other offences.

The Company retains the right to withdraw

or terminate the Service without notice

Vodafone-I

dea

Any breach of the terms of service

Agreement by the Customer

The Company retains the right to withdraw

or terminate the Service without notice

Jio Website Content is defamatory or it will breach

any law

May monitor or review content, and may

make minor edits for the limited purpose of

correcting spelling or any grammar errors,

but not obliged to do so.

Jio Website Content is defamatory or it will breach

any law

May alter or remove any content at any time,

for any reason including for operational

integrity of Services.

Jio Website Unlawful, infringing or offensive activity May suspend or terminate account or access

to all or any part of the Website at any time,
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for breach of this Terms and Conditions of

the Agreement/TOS, in Company’s

reasonable opinion or at Company’s

discretion for any reasons as Company may

think deem fit.

Jio Website Defames, harasses, threatens, menaces or

offends any person

May suspend or terminate account or access

to all or any part of the Website at any time,

for breach of this Terms and Conditions of

the Agreement/TOS, in Company’s

reasonable opinion or at Company’s

discretion for any reasons as Company may

think deem fit.

Jio Website Contains obscene, indecent, inflammatory

or pornographic material or material that

could give rise to civil or criminal

proceedings.

May suspend or terminate account or access

to all or any part of the Website at any time,

for breach of this Terms and Conditions of

the Agreement/TOS, in Company’s

reasonable opinion or at Company’s

discretion for any reasons as Company may

think deem fit.

Jio

Application

Contents which are defamatory,

pornographic, obscene, or otherwise

contrary to public morals and violation of

applicable laws.

May monitor or review content, but not

obliged to do so.

Jio

Application

Contents which are defamatory,

pornographic, obscene, or otherwise

contrary to public morals and violation of

applicable laws.

May alter or remove any content at any time,

including for operational integrity of

services.

Jio

Application

Unlawful, infringing or offensive activity May suspend or terminate access to all or

any part of the Application at any time, for

breach of these Application Terms in

Company’s reasonable opinion or in case of

deactivation of MSISDN or at Company’s

discretion for any reasons deemed fit to

Company.

Jio

Application

Defames, harasses, threatens, menaces or

offends any person

May suspend or terminate access to all or

any part of the Application at any time, for

breach of these Application Terms in

Company’s reasonable opinion or in case of

deactivation of MSISDN or at Company’s

discretion for any reasons deemed fit to

Company.

Jio

Application

Contains obscene, indecent, inflammatory

or pornographic material or material that

could give rise to civil or criminal

proceedings

May suspend or terminate access to all or

any part of the Application at any time, for

breach of these Application Terms in

Company’s reasonable opinion or in case of

deactivation of MSISDN or at Company’s

discretion for any reasons deemed fit to

Company.
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Source: Author’s analysis based on secondary research

SSMI analysis

Since policies of SSMIs are designed by companies with global operations, a one-to-one

mapping of sections and provisions in their policies and guidelines to the Indian legislative

framework was not possible. Instead, from our research on best practices and gaps in social

media policies and guidelines, and insights from expert interviews, we identified whether or

not these policies adhered to the basic minimum standards needed to address TF-GBV.

These standards were divided into eight categories based on metrics such as form- or

gender-based definitions of TF-GBV, the process by which private institutions may take

cognisance of TF-GBV, measures towards transparency and accountability, and visibility on

the larger justice ecosystem:

1. Explicitly mentions TF-GBV: The section explicitly mentions women or other

gender-minority groups as a protected or vulnerable group, or lists down relevant

behaviours or tactics of TF-GBV.

2. Reporting violations: There are clear step-by-step instructions on how to report a

violation or a link that redirects to such information.

3. Action taken upon violation: The section describes possible actions that an intermediary

may take upon a violation being detected or reported.

4. Appeal mechanism for a complainant: The section details how a complainant may appeal

or reverse the decision made by the company, if they find the action taken for resolution

of the complaint to be unsatisfactory.

5. Appeal mechanism for an accused: The section details how an accused can appeal or

reverse the decision made by the company, if they find the action taken for resolution of

the complaint to be unsatisfactory.

6. Proactive communication to a complainant after reporting: The provision mentions that

the complainant shall be informed of the action taken or not taken, and reasons for doing

so.

7. Proactive communication to an accused after reporting: The provision mentions that the

accused shall be informed of the action taken or not taken, and reasons for doing so.

8. Link to external resources for additional help: There are links provided in the particular

section for the survivor to seek additional support such as legal help or counselling.

Table 13: Analysis of Twitter’s Rules and Policies to address TF-GBV

Issue Explicitly

mentions

TF-GBV
50

Informatio

n on how

to Report

violations

What kind

of action

can be

taken upon

violation

Appeal

Mechanis

m for the

Complaina

nt

Appeal

Mechanis

m for the

Accused

Proactive

Communic

ation to

the

Complaina

nt

Proactive

Communic

ation to

the

Accused

Link to

external

resources

for

additional

help

Safety and Cybercrime Policies

50
While these policies themselves are not gendered, given how certain malicious acts are gendered in

their prevalence, we have taken the mention of those acts of misconduct as proxies for TF-GBV
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Violent

threats

Yes Yes Yes No Yes
51

No No No

Glorificati

on of

violence

No Yes Yes No Yes No No Yes

Abusive

Behaviour

Yes No Yes No Yes No No No

Hateful

conduct

Yes No Yes No Yes No No No

Suicide or

self-harm

No Yes Yes No Yes No No Yes

Sensitive

media

Yes Yes Yes No Yes No No No

Non-conse

nsual

nudity

Yes Yes Yes No Yes No No No

Private

informatio

n

No Yes Yes No Yes No No No

Platform Integrity and Authenticity Policies

Platform

manipulati

on and

spam

No Yes Yes No Yes No No No

Misleadin

g and

deceptive

identities

No No Yes No Yes No No No

Synthetic

and

manipulat

ed media

No No Yes No Yes No No No

Distributio

n of

Hacked

Materials

No Yes Yes No Yes No No No

Source: Author’s analysis based on secondary research

51
The only appeal mechanism is that of restoring one’s account -

https://help.twitter.com/en/forms/account-access/appeals/redirect
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Table 14: Analysis of Meta Ecosystem’s Community Standards to address

TF-GBV

Issue Explicitl

y

mentions

TF-GBV

Informati

on on

how to

Report

violations

What

kind of

action can

be taken

upon

violation

Appeal

Mechanis

m for the

Complain

ant

Appeal

Mechanis

m for the

Accused

Proactive

Communi

cation to

the

Complain

ant

Proactive

Communi

cation to

the

Accused

Link to

external

resources

for

additional

help

Violence

and

Incitement

No Yes
52

Yes Yes
53

Yes
54

Yes
55

Yes No

Coordinati

ng Harm

and

Promoting

Crime

Yes Yes No Yes Yes Yes Yes No

Fraud and

Deception

No Yes Yes Yes Yes Yes Yes No

Suicide

and

Self-Injury

No Yes Yes Yes Yes Yes Yes No

Adult

Sexual

Exploitatio

n

Yes Yes Yes Yes Yes Yes Yes No

Bullying

and

Harassme

nt

Yes Yes Yes Yes Yes Yes Yes No

Human

Exploitatio

n

Yes Yes Yes Yes Yes Yes Yes No

Privacy

Violation

No Yes Yes Yes Yes Yes Yes No

Hate

Speech

Yes Yes No Yes Yes Yes Yes No

55
Facebook has a standardised communication mechanism for when a complaint is raised to when it

is resolved, across issues, for both the complainant and the accused

54
User experience for appealing the decision if their post has been taken down is uniform, across

issues

53
User experience for appealing the decision on the post reported is uniform, across issues

52
The mechanism to report violations of policies is uniform across issues -

https://www.facebook.com/help/263149623790594?ref=tc
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Violent

and

Graphic

Content

No Yes Yes Yes Yes Yes Yes No

Adult

Nudity and

Sexual

Activity

Yes Yes No Yes Yes Yes Yes No

Sexual

Solicitation

Yes Yes No Yes Yes Yes Yes No

Account

Integrity

and

Authentic

Identity

No Yes Yes Yes Yes Yes Yes No

Inauthenti

c

Behaviour

No Yes No Yes Yes Yes Yes No

Manipulat

ed Media

No Yes No Yes Yes Yes Yes No

Source: Author’s analysis based on secondary research

Other Intermediary Monthly Compliance Reports

Table 15: Relevant data on grievances reported from Facebook India

Category Number of

Reports

Reports were

appropriate

tools were

provided

Fake profile that’s pretending to be me 87 45

Content showing me in nudity/partial nudity in

a sexual act

33 17

Account has been hacked 157 156

Bullying or Harassment 50 50

Request Access to Personal Data 0 0

Inappropriate or Abusive Content 16 15

Content I appear in that I do not want displayed 15 15

Other issue 133 133
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Source: Facebook’s monthly compliance report for the period of June 1 to June 30, 2022
56

Table 16: Relevant data on grievances reported from Instagram India

Category Number of

Reports

Reports were

appropriate

tools were

provided

Fake profile that’s pretending to be me 4185 2350

Content showing me in nudity/partial nudity in

a sexual act

37 14

Account has been hacked 173 168

Bullying or Harassment 48 48

Request Access to Personal Data 0 0

Inappropriate or Abusive Content 82 82

Content I appear in that I do not want displayed 18 18

Other issue 133 131

Source: Instagram’s monthly compliance report for the period of June 1 to June 30, 2022
57

57
https://transparency.fb.com/sr/india-monthly-report-Jul29-2022/

56
https://transparency.fb.com/sr/india-monthly-report-Jul29-2022/
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